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INTRODUCTION

I the Chamnan Commtttee on Public Accounts having been
authonsed by the Commlttee to present this. Report on their behalf present
the 33" Report on - paragraphs relating to Industrtes & Informatlonl |
Technology Department contained in the Report of the Comptroller and
Auditor General of India for the year ended 31 March 2014 (General and

~ Social Sector).

~ The Report of thé Comptroller and Auditor General of India for the
year ended 31 March 2014 (General and Social Sector) was laid on the
Table of the House on 23" March 2015.
The Committee considered and finalised this Report at the meeting
held on 12% July, 2023. |
- The Commtttee place on records their appreciation of the assistance
rendered to them by the Accountant General in the examination of the Audit

Report.

‘_ 'SUNNY JOSEPH
Thiruvananthapuram, | | o CHAIRMAN,
10™ August, 2023. : COMMITTEE ON PUBLIC ACCOUNTS.






' Highlights

REPORT

INDUSTRIES AND INFORMATION TECHNOLOGY
DEPARTMENT

[Audlt paragraphs 4 1to 4.16 contained in the Report of the -

‘Comptroller and Auditor General of India for the year ended

31 March 2014 (General and Social Sector)]

Information System Audlt of ‘FRIENDS, an e-Governance
mltlatlve of Government of Kerala

" FRIENDS’ 'a”'k'ey mission mode e- 'Governance (GZC)'initiative of . :

: swf:‘Govemmem of Kerala IS a Jomt venture-of- the Depdrtment of

: “ Informatlon Technology (IT) and Local Self Government

R W e o
R

Institutions (LSGI) This was started as a pilot prolect (FRIENDS
Janasevanakendram), a smgle window mtegr-ated remlttance ‘
centre, to facilitate residents to pay tl'reir: utility bilIs, tax and
other dues to Government without any extra cost at
Thiruvananthabo_ram district inl the jrear 2000. It was rolled out
to the ‘remaihing 13 districts of Kerala in the next year 2001.
The deficiencies rloticed in  planning, $ystem design,-

organisational and management controls are given below:

The application was developed without preparing User
Req_oirement Specification (URS). Even though envisaged to be
an automated system, non-adherence to database normalisation
principles, poor systeni design and inadequate capturing of vital

data necessitated manual intervention, which led to control

_ failures and embezzlement of money.

(Paragraphs 4.9.1, 4.9.2 & 4.9.3)

fhamelfopdg/Daciments/Rohin. V.5/2023/PACIReperts! Reportl, lndustries and Information Téchnology Department).4de/15.07.2023
p 8y Lep:



There were persistent delays in remittance of money collected from the
FRIENDS Centres to Bank. The accumulated amount of money kept out
of publlc exchequer was ¥15.21 crore and ?11 crore at Ernakulam and
Kozhikode Centres respectrvely The total accumulated amount of
money out of pubhc exchequer from all the Centres was 3136.02 crore.

(Paragraphs4931 4932&4933)

Non- constu:utlon of IT steermg committee led ro design of the systém
without proper vision and focus The apphcatlon was not upgraded in

line w1th the technological advancements in the external environment.

(Paragraph 4 10 1. 1)

No norms were fixed for the time required for completing a transaction
resulting in large variation in the Iruntber of trarts_-action of bills by
various Service Officers. | |

_ | | o (Paragraph 4.10.3)
Absence of change control mechanism resulted in discrepancies in the
system generated reports and erroneous . debit of E{:10 74 lakh from

'FRIENDS accounts. S1mﬂarly, another change made in the apphcatron

a
: Y, R TN

w1thout test run resulted in variation as high as X1.82 crore in different
system generated reports.

(Paragraph 4.10.5)

System could not achieve the goal of providing single window
. remittance centre to the public due to lack of timely managerial
interventions and coordination with participatingagencies.'

(Paragraph 4.13)

fome/fepdgucuments/Rohini. V.5/2023/PAC! Repons/ Repon( Industries and lnformation Technology Department).edi/15.07.2023

i |qu ot e pletie e - TR



A,
i

g0

4, '1 I-ntrodl:rction'” -

FRIENDS (Fast Rehable Instant Eff1c1ent Network for Drsbursement of
Servrces) a key mission mode e- Governance (GZC) rmtranve of
Government of Kerala and a _]Oll'lt venture of the Department of
Inforrnatlon Technology (IT) and Local Self Government Instltutrons
(LSGI) was started as . 4 prlot prOJect 1n the year 2000

Th1ruvananthapuram chstrrct (FRIENDS Janasevanakendram) Thrs'

apphcatlon prov1ded fac111t1es to the resrdents of Kerala State to pay . i
' therr utlhty bllls tax and other dnes to Government through a smgle

' wmdow mtegrated remrttance centre W1thout any extra cost It was -

ai ng 13 dlstrrcts ot Kerala by ?001

The IT Department is respons1b1e for runnmg the Pro;ect in the space
provrded free of rent by LSGIS Departments of Revenue Motor
Vehlcles Electrrcal Inspectorates Clvﬂ Supphes Kerala Pohce and
agencres like KSEB”, Kerala Water Authorlty58 BSNLS'; Kerala State
Cultural Actrvrsts Welfare Fund Board and Unrversmes of Kerala and

Cahcut and Mahatma Gandhr Umversrty are the partrcrpatmg

)epartments/Agenmes Among these Departments/Agencres except

BSNL, all others provrde their staff. mernbers on workmg arrangementsl
and the expendlture towards therr pay and allowances are met by the
parent Departments/Agenc1es concerned As BSNL does not provrde
staff members, they pay commlssmn to the Pro;ect for collectlon

pertamrng to BSNL brlls

57 Kerala State Electricity Board Ltd is & public‘ sector agency under the Government of Kerala thiat generates and distributes
the electricity supply in the State

58 Kerala Water Authority was established on 1 Apnl 1984 as an awtonomous body of Government of Kerala by converting
the erstwhile Public Health Engineering Deparmment, for cthe development and regulation of water supply and waste
water collection and disposal in the State of Kerala

5% Bharat Sarichar Nigam ‘Limited (BSNL), incorporated on 15 Septemiber 2000, took over the. busrncss of providing of
telecom services and network management from the erstwhile Cenrral Government De partments of Teiecam Services and.

© Telecotn Operations

60 Commission of T5 per each BSNI, Mohﬂe/CDMA phone bill and 6 per each BSNL Landline phone il

Mome/fcpdg/Iecuments/Rohinl. \LSQON!PMZ!Repon'sﬂ Report( lndusrries and lnformation Terhnoiogy'Depattruenl).udt.“15.0?,2023



The application software titled FRIENDS deveIOped by -Centre for
Development of Imagmg Technology (C-DIT"") in client server
architecture was deployed as local area network apphcatlon oftware
and put to use from 2000. | |

Subsequently, a centrahsed web based re- englneered software tltled
FRIENDS Re- engrneered Enterprlse Enabled System (FREES)
developed by Natlonal Informatrcs Centre (NIC) on JAVA platform was
launched in 2010 in Thrruvananthapuram dlstrlct and rolled out to all
other dlstncts by March 2013. FREES package runs with the operatlng
system Red Hat Enterprrse Lmux Server Release 5 8. PostgreSQLPlus

' Standard Server 9;2_15 used m database servers JBoss_d EAP 5. 1 m.

B o, kt.,‘_‘c..e

3 apphcatron servershand Apache 2. 2. 3 in web Servers. The system -is
“hosted in the State Data Centre-2 at Thlruvananthapuram and
‘connectivi.ty to seven out of fourteen ' Janasevanakendrams s
‘established through BSNL leased line, six through KSWAN¢? and the
remaining one uses both the KSWAN and B.SN.L leased line. Hardware
included 6 Intel Xeon ‘_servers and 2 AMD Opteron servers for the
“centralised W’eb—based application (2 web servers, 3 application servers, .

2 database servers and 1 test server).

W g

T

4.2 Organisational Setup |

Kerala State Information Technology .Mission (IT Mission), an
Autonomous Body under theﬂ Government of 'Kerala is the
implementing and momtorrng agency of FRIENDS project. This project
is managed by Director of IT Mr-ss.lo.n, who is assisted by Mission
Coordinator (FRIENDS), wbo in turn coordinates activities of all the \

Centres.

51 Centre for Development of Tmaging Technalogy (C-DIT} established in 1988 by Government of Kerala with a vision to
ensure advancement of research, develgpment and training in imaging technology
62 Kerala State Wide Area Network (KSWAN} is en\nsaged to be the- core common network infrastructure for e-governance
and the State [nformatlon Infrastructure, connectmg all the 14 districts ineluding 152 Bleck Headquarters

home/fepdg/Documents/Robini, V.8/2023/PAC/Reparis’ Repord{ Lndustries and xformation Technalogy Depariment).odi/15,07.2023
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" There are fourteen FRIENDS Jaaasevakendrams one each in every
district headquarter These Centres. are supet\nsed by two Project
Managers .(PM), who are in charge of cach shift. The State Bank of .
Travaricore deputes personnel to collect money from all Centres ‘and
credits in FRIENDS Poohng account.. In varlatlon to other Centres
Janasevanakendram Thlruvananthapuram has one Central Accounts .
Manager (CAM). As the application is not equipped with the provmon
for real t1me/onhne communication with the, bank data, CAM is
entrusted with the respon51b1hty of reconciling the amount reﬂected in

the Poohng account with that of the FREFS apphcanon

-Chart" 4.1

Chart show_ing the cash flow arid data flow

Treasury A& Paedeipant  Parsieipants’ Server
- As’s{_ ney's Bank Adr {OHthne}

Resigden s
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(1) Residents pay bills in various F’RIENDS"centre&

fhame/EcpagiDucuments/Rahini, V.5/2028/PAC/Reports Report{ Industries and tuformation Technofogy Deparcment}.odi/15.07.2023
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(2) Service Officers access central server for bill transaction. Whete real-time
server connectivity is established, central server fetches data * from
Partmlpants servers and update the participants’ servers with transaction
details.

(3) Collection details are sent to Part1c1pants which are offline, for updatmg at
their end.

(4) Bank personnel collect money and deposit in FRIENDS Pooling A/c.

(5)CAM accesses FREFS data and reconcﬂes with Bank data and auathorises
electronic fund transfer.

(6) Government account and the participating bank accounts, as the case may

be, are credited by debiting the Pooling A/c.
. (Source: Informatlon obtained from the IT MlSSlQH Headquarters)

4.4 Audit objectives

*on

' The objectives of the information system au.dit are to assess whether:“

. The ob_]ectlve of FRIENDS/FREES to fac111tate residents to remit

single.window payment system has been achleved

« Collection of dues by the partiq'pating .de‘par:trn'ents has improved
- by partnering with FRIENDS/FREES and

» The system design and the controls provide assurance that the
interests of residents and participating departments are protected.

4.5 Sources of audit criteria

» System -ReQuirerne_nt -Speéiﬁcation (SRS) and Project
documen_tation.

= "?’”kwﬁwqu

Minutes and Decisions of the Governing Body and - Circulars
issued by the Government and IT Mission.

« IT Policy, 2012 of Government of Kerala,

» Best international practices adopted in IT projects contemplated
in Guidelines issued by INTOSAI®® (Information System Security
Review Methodology) and ASOSAI** (Information System
Security Review Methodology) for Information System Audit.

63 The International Organisation of Supreme Audit Institutions (INTOSAI) operates as an umbrella organisation. for the |

government audit community. It provides an institutionalised framework for supreme audit institutions to promote
development and transfer of knowledge, improve government auditing worldwide and enhance profezsmnal capacities,
standing-and influence of member SAls in their respective countries

64 ASOSAI (Asian Organization® of Supremie- Audit Institutions) is one of the Reglonal Groups of the Intematlonal
Organization of Supreme Audit Institutions (INTOSAL) ' .

fhome/fepdg/Dacoments/Roini. V. 5/2023fPAC/Reponts! Report{ Tndustries amd Information Technology Department)-odi/15.07.20234
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4.6 'Scope of audit

Audit analysed the imple'rnentat’ion of_.re—engineered- applicatio'n FREES

- for-the ‘period from-June 2-01'0- to. March 2014. Andit-- also‘-analysed the

FRIENDS system to assess whether the lacunae in the old system. have
been addressed in the new apphcatlon FREES "
4. 7 Audrt methodology |

r

. Audit was conducted durlng October 2013 to- January 2014 and from
June to- July 20 14. An entry conference was held with the Secretary to
Governrnent Informatlon Technology on 4 October 2013. n addltlon

to the ITJI Mrssmn 1n Thrruvananthapurarn audrt team_, ‘vrsrted

Janasevanakendrarns 111 Thlruvananthapurarn Idukkl Ernakularn

' ---Malappuram,.'rtozhlkode and Kannur for Verlficatlon of the Worklng of

the system and held interviews, on the basis of questionnaire prepared
for the purpose, with end-users to assess the usefulness and user-
frlendllness of the software A beneﬁcrary survey65 was. also conducted

with re51dents to assess the level .of services rendered by the prOJect

o and the sansfacnon of the resrdents about thlS pI‘O_]ect

An exit conference was’ held (9 December 2014) with the Principal

B

Secretary to -Government {IT), ”whe'rern the -audit findings were

, dlscussed Views of the State Government and thelr rephes have been.

1ncorporated in the report su1tably

4. 8 Acknowledgement
Audit would like to acknowledge the cooperanon extended by the,

Principal Secretary to Government (IT), Chairman and Director of IT

Mlssron officers and staff and the heads of Janasevanakendrams

visited by audit tearn_.

65 “The questionnaire prepared for the survey is given in Appendix 4.1 and the result of survey in Appendix 4.2, Relevant
portions of the resuit of survey have also been included along with andit egmments

fromeifcpdg/DacumentsRohini. V.5/2023/PAC/Reports/ Reportd jndusiries and nformation Techrology Department).odt/15.07.2027



Audit Findings .
4.9 Poor System design
4.9.1 User Requirement Speciﬁcatien (URS) and System Requirement Specification (SRS)

" The properly documented User Requirement Speciﬁeatibns (URS)
obtained from users and System Requirement’ Specifications (SRS) by

the software development team ensure that the needs of the users of

the system have been taken care of and the software developed meets

the business reqmrements However Audit noticed that User -

Requlrement Spec1f1cat10ns were not prepared. System Reqmrement

Spec1f1cat10ns for the re- engmeered appllcatlon FREES was thus‘

s pri e

| ‘-“prepared without' obtammg the requ1rernent of all stakeholders In thev :

absence of URS, Audit was unable to assess the achievement of
intended benefits of the project.

4.9.2 Lack of system automation

Even though FREES is a centralised web based application, Audit
notlced manual mtervennons in the processes, which could have been
avmded with proper system design. These issues pertalned to the core

. functionalities of the application Whlch led to serious control fallures

o omis E—

The issues identified in test check are given below:

+ Audit noticed that the money remitted in various FRIENDS
Centres wasbeing collected by the banking personnel deputed by
concerned bank branches. The collected amount is transferred to
the respective ‘account.of FRIENDS Project (i.e. Pooling account
maintairied at State Bank of Travancore; “Thiruvandnthapuram).

In the absence of proper planning, the system was not automated

~ to ensure electronic data interchange® with the FRIENDS Centre
and the bank, instead the CAM was glven the responsﬂ)lhty to

66  Electronic data’ mtelchange (EDT) is an electronic conmunication system that provides standards for exchanging data
via any eleciyonic means. By adhering to the. same standard, two different lﬂtltles can -elecfronically- exchange
decuments (such as purchase orders, invoices, shipping notices, and many others)

fome/fepdg/Dociments/Rohinl. V.8/2023/PAC/ Reports/ Repurt{ Industrics and Information Technolegy Department).odt/15.07.2023
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- reconcile the PRIENDS Pooling Account data w1th that of FREES

apphcatlon manually, WhICh is avmdable

BSNL. paid commission to the pro;ect for collection pertaining to

‘each BSNL bill. The" system did not make provision for
transferring the net amount to BSNL after ‘deducting the
'comm1ss1on due from BSNL automatlcaﬂy Instead the .whole

amount ~ was  transferred to BSNL, who worked out the
commission and this amount was credited to an account
exclusively maintained for this purpose by each. of the FRIENDS
Centres. The money in fhls account was subsequently credited to
Government account and to Akshaya District Project Office. This
procedure was not only inefficient, but also prone to misuse and
embezzlement. Audit data ‘analysis revealed an embezzlement of
% 3.53 lakh in Kozhikode Centre from this account by drawmg

personal, cheques, wh1ch ‘could have be:en avo1ded w1th proper
szstem des1gn : e

: 4 9.3 Non-adherence to database normahsatlon pr1nc1ples and

1mproper demgmng of tdbles

.Database Normalisation is th_e process of organising the fields and

tables of a relational database to minimise redundancy. Normalisation

‘usually involves dividing large tables into smaller (and less redundant)

- tables and defining relations between them. Audit noticed that

- database normalisation pr1nc1ples were not followed and there were

TS g

deficiencies in designing of tables as detailed below:

The primary transactioh table named .l‘C(')Ilection_Mas;ter’
contained 1,08,76,286 records as on 8 April 2014 and audit

- analysis has revealed that of these, 97,32,401 records related to

the financial year (FY) 2013-14, 9,72,051 records related to the
FY 2012-13, 13,107 records pertained to the FY 2011:12 and 758
records related to the FY 2010-11. Storing of these records in the
respective tables/databases for each of the past financial years as
historical data, could have increased the processmg speed.

The transaction .:ta:ble: was used to store b‘111_ c-ol,le-ctlon details

'(C-ollection_Master) “that automatically captured the date and

Mome/fepdp/Documenis/Bohini. ¥.5/2023/PAC K epores’ Repon industiics and Inforniation Technology Depariment).od/ 15.07.2023
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- time of collection in one of.its fields (Updated: On), with which

the collection pertaining to each day and shift were identified.

There was another table (Bank Remittance) to store particulars

about crediting of the collected money into the bank account.

‘Instead of storing the date of collection, ‘Bank Remittance’ table

 had two fields to store ‘collection-from-date’ and ‘collection-to-

" date’.. Audit observed that due to this design deficiency,
relationship between these two tables could not be established.

. Simllarly, Payment To Departments table stores payments to

~ participating departments/agencies. Here also cllrect relation of
.. this table was not established with the eollectmn table SO as to
enable generation of - reports of date-wise payments to
departments concerned.

Due to the def1c1enc1es in the de51gn of tables as mentloned above,

" 'meamngful MIS reportsi_formmomtormg the timely remlttance of money

collected from FRIENDQ Centres to the banks and to the participating
departments could not be generated. This along with lack’ of proper
system automatlon (as menﬂoned in paragraph 4. 92) resulted in
instances of embezzlement and delay 111 remittance to bank as detailed
below

4.9.3.1 Embezzlement of cash - FRIENDS applieation
In the erstwhile FRIENDS application, Project Manager in Ernakulam

- .embezzled an amount of X15.99 lakh relating to the collection of 18
August 2012. The FRIENDS application did not have provision for
capturing details of date of remittance into bank, whlch was one of the
reasoﬁs .Idue to which the embezzlement could not be detected. It was

- detected only after BSNLHmade a formal repfesentation to the Director

ofIT Miss_l_on on non_:-receipt of the amou:_r;l_‘t,".‘;‘,clue to them. This amount
has not been remitted till date (December 2014) and- the notional
intereat at the rate of 18 per cent” per annum on account of this would

work out to X6.96 lakh as on 1 January 2015.

67 Penal interest is generally charged at the rate of 18 per cent per annum.

Aomesfepdg/Documents/Rokinl. V.5/2023/PAC/Reports! Report( Industries and Informarian Technology Department}.odt/15.07.2023,
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* Audit noticeéd that, during this period, a.WhiStle—blower was repeatedly

reporting to the IT Mission about the suspected fraudulent activities of

the Project Manager in the "C-ent:re.'_ The ‘whistle-blower sent six

" intimations® to the T Mission 'du'ring the period froni March to
-October 2012 All of these letters were 1gnored and actlons not 1n1t1ated
o untﬂ BSNL made the complarnt |
- Audit also noticed: that the Proleet Madnager dehberately defaulted in
_depositing the collected money 1nto the bank by provrdlng rnlsleadlng

- :Zrnfortnatton to the bank. Dunng the period from January to October

‘ ,2011 there were defaults ini rem1tt1ng cash onre or ‘twice a month

. which. 1ncreased to 16 defanlts ina month (October 2012)

“":Audlt analy51s relanng 10 Ernaknlam Centre for the perlod from
January 2011 to March 2013 revealed that in 163 1nstances there ‘were |

| delays in remrttlng cash to bank Audlt ana1y51s further revealed that -

durlng this perlod not only the frequency of non ren:nttances 1ncreased ,

but also the number of days the money retatned by the Pro_]ect Manager |

(PM) also 1ncreased In four instances, the money retalned by the PM .

SR

Collectlon date : l Remrttance date A4mount ﬁ‘ }111akh) lielay in days
28/05/12 |,  12/03/13 9.36 287

| 2',77/69'/51‘2@ | ' 15}65,?13 2714 ] —____1—6:5— ]

K 23/04/ 12“- o -)'.29/ 05/ 12 N 13, 05 T _3A57 o

iranged from 35 days to 28 7 days as shown in Table 4.1.

Table 4.1: Details of remlttances of cash mto bank where the
. delay exceeded one month

LR CET

(Source Analysrs ‘of data obtained from FRIENDS (“entre Ernaku,’tarn)
Frorn.’November 2012, the money kept out of public eXChequer was as
high as ¥87.33 lakh with an average of X33.98 lakh per day. Data

analysis revealed that owing to delay in bank remittances from the

68 E-mails dated 20 Mar _20.12, 29 Mar 2012, 23 Apr 2012 and letters dared 10 Qct 2012, 27 Get 2012-and 30 Oct 2032

Mhome/icpdg DacumenisiRohint. v.52023PadRepans! Repart{ Industries and Information Technology Department).ode15.07.2023
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above 163 instances, the accumulated amount of money kept out of.

public exchequer was X15.21 crore in Ernakulam Centre alone with
consequent notional loss of interest. |

The Government stated (November 2014) that disciplinary and
- criminal. procedures were initiated against the erring Project Manager.
Actions. were also initiated to recover the short remittance from the
offender. The reply is not tenable in audit as the project has quantified
the embezzled amount as, only 315.99 lakh and has not addressed the
issue of rectrfymg the def1c1enc1es in the systern Some of the systemic

issues, "which caused the embezzlement are still present in the newly

‘ develqped and 1rrrplerr_1“er_1t_edfre-er_rgmeered _applleatrqp FREES_ o

4.9.3 2 Embezzlement of cash -FREES bijplication'
The re'—engineered applicati’t)‘n FREES was 1arunched with the aim to
facilitate central monitoring and to manage the daily collection at all
the Centres effectrvely However, Audit observed that in view of the
system deficiencies referred to in the paragraphs 4.9,1, 4.9.2 and 4.9.3,
| delays in remitt-an‘(:e"of cash to bank cdhtintied, which has resulted in

embezzlement of cash at Kozhikode Centre

%mm“-ﬁ.'wr,

Consequent on the media report on embezzlement of cash at
Ernakulam Centre and having learnt about the delay in remittance of
cash at Kozhikode Centre, the Inspection Wing of the Finance

Department of Government of Kerala made a surprise visit to

Kozhikode Centre -on 8 November 2013. The physical verification' of ..

cash at the Centre revealed cash deficit of ¥1.01 lakh, which has not

been remitted till date (December 2014).

Mome/fepdg/Documents/Rohini. V.5/2023/PAC/ Reports! Report( Lndustries'and Infurmation Technology Department),odt/15.07.2023
. e . 4
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Audlt data analysm reveaied that there were 157 instances of delay in
_ remittance,of cash mto bank during the period since the mstallatron of
FREES (16 January 2013) in Kezhllcode Centre till the Project Manager
- was booked on 8 November 2013. The delays ranged up to 9 days.
Durmg this. perrod from the above 157 instances, the accumulated -
. amount of money kept out of pubhc exchequer was 11 crore with

consequent notronal loss of mterest

The Government stated (November 2014) that crlmlnal procedures"f“ ‘

' were initiated agamst the errmg Pro;ect Manager The reply is not

tenable in audlt in V1ew of the fact that the reply is srlent on mltlgatlng

the rrsk by resolvmg system_. -deﬁcrenmes wh1ch cause these
embezzlements .

- 4.9.3.3 Delay in rerfnittan.c‘es‘ intd’ ba.nk'_

Analysis of FREES ‘ap'plic.ation data revealed delays in remittances of
- - money cbllected-to bank in 2,749 instances. The delay ranged from one
to, 30 days meg to delay 111 bank remlttance, the . accumulated
- amount ‘of money kept out of pubhc exchequer from all the Centres was .u
”f?mund to be X136.02 crore® with consequent notional loss: of mterest
“tlllwthe end of fmanaal year 2013-2014. Audit cannot rule out the
possibility of embe-zzlement of cash/utilizing Government- money for .
private use during these periods. | | |

4.9.4 System deficiencies resulting in data loss

.Data loss is an error condition in. information system ‘in which
mformatron is destroyed by failures or neglect in storage, transrmsswn
or processmg Analysrs by audit has revealed system deficiencies

re_&sulltmg in data loss and the, e}ramples are given below:

69 This amount includes T11 crore referred to in the previous paragraph
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* . One user identified. by the code “SSK” did not log in to the system
on 12 May 2013 as per the login table, whereas the same user
~ collected money on the same date as seen from the collection -
table. -

* Asper the data available in the login table, the user “SKA” logged
in to the system on 22 March 2010 only during the period from
09:20:45 to 09:26:07, 09:26:20 to 09:38:40 and from 14:26:21
to 14:29:36. However, as per the data available in the collection
table, the same user collected 43 bills at 09:39:13, 09:47:48,
09:54:06, etc. Data analy31s revealed 304 such cases estabhshmg
data loss : ‘

. There were 2684 instances, where those logged in were not seen
: logged out on the same day “ o

e

lat while savmg records is @ SEr U ".ﬁnsk m ‘an' 1nformat1on-“‘?%"

vsyste’m Whl(‘h requ1res to be addressed 1mmed1ately

4.9.5 Non-creation of essentlal master table N
A good database needs to be de51gned to ensure minimum level of

mistakes at the time of data entry. One of the methods to achieve this
objective is by designing master tables and transaction tables with a
master—detaﬂ relatlonshlp between master table and transactmn table
The master table will work as a lookup table frorn which pr0per data
. ,em‘Q%}WESS can be picked up in the user interface for restrieting junk values
to be stored in the tables. Correctness of data in the master and
standing files is of vital importance and critical to the processing aﬁd'
reporting | of financial and operational data as the information on

master files can affect many relatéd transactions and must therefore be

adequately protected.

There is a table to store user credentials of every staff member. Data in
- the designation field of this table is entered/updated by each of the

Project Manager whenever a change takes place. As the designation
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field is an elemernit required for grouping in."generafion of various MIS
reports, imiquenes-s of data in the‘ ‘rfi-eld is vital. To, ensnre unique!
capturlng of data in the f1eld the - desrgners could have created a table
for designation, in Whlch the values were to be stored at the design
stage ‘and authentlcated at the reqursrte level The des1gnat10n field of
user table could be desrgned as a list box” hnked fo the desrgnatlon
“table 'Audit noticed -that in its absence the desrgnatron of Serv1ce
Offlcer was repeated several times w1th dlfferent spelhngs (llke ‘Service .
. Officer’, .servrceofﬁcer_, ‘ o, sERVIGEoFFICER’ | ‘Serv1ce0fﬁcer etc)

causing .inacc:uracies in MIS report generatron.

ERCH

f4.9.6-.Defi:”c§éﬁc§r".in ns,e i'nterface. |

In. the case of Mumc1pal Corporatrons where real time. ‘connectivity is
| avaﬂable (referred to as ‘web- drrven mode in the apphcanon) when a
| ._ bill is ‘produced to a Servrce Offlcer (SO) .fo-r effectmg payment, the SO
has to in'put key information like consnmer nnmher, hill 'n'u:rnber, bill
.‘date dlstnct ward/sectlon/sub section, etc., t‘o fetch the* actual 'bﬂl

| Iamount from the server If responses from the server are not recerved
W1th1n a reasonable nrne owing to hrgh network trafflc or

h Mﬁh‘?ﬁf‘fanageable server hlts the SO has the optlon to sw1tch to customer—
driven’ mode that would enable hlm to mput the bllled amount from
the b111 However Audrt noticed that on such occaswns when the 50O

sw1tched to customer drrven mode the already entered data was

delered compellrng the user to enter the data agaln

70 A llst bov isa graphlcal control widget that allows the user to select one or more items from a list contained within a
static, multiple Iine text box
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4.10 Control activities-
4.10.1 Managerial Controls
4.10.1.1 Absence of IT steering comimittee

IT steering committee typically performs the following.roles and fulfills
these responsibilities: ‘
-+ Develops policy, develops an operatmg charter formalizing these
roles and respon31b111t1es

. D.ev'e_loijs\ and maintain.s 'a"*Set of project “'Vision and Goals”.

* Manages scope, cost and ‘the projéct and champlons busmess
process 1mprovementf i

. Coordmates with related prOJects and programs and obtalns
- support from stakeholders.

H-owever, Audit has obs.erved'that the Government of Kerala has not
constituted an IT s'tee‘ring committee denying the valuable benefit such
a committee could have proﬁded to this project. Being an IT sYstem,

~ there should be cons.tantf.upgrade- of the application in line with the
fethﬂolOgicaI advancements. If no't,\‘ the syStem Wﬂl become outdated

-~ ~and.Jose relevance. In the case of FRIENDS even basic enhancements
llke prows1or1 for accepting payments through cred1t/ debit cards could
not be incorporated mto the apphcatlon Though there were instances
of multlple embezzlements and delayed rem1ttances due to system
demgn deﬁc1enc1es concrete action was not taken to address the
noticed.system deﬁmencxes which caused such 1rregu1ar1t1es
Automated emails and mobile messaging services for enabling real time
managerial monitoring of delay in bank remittances and transfer credit

to stakeholders concerned were not made use of. Real time assessment
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of server downtime, network traffic,” server hits, timé taken for each ~

transaction, etc., by utilisation' of metadata™ was not considered. All

. thesepoint to failure of managerial oversight, which could have been
. addressed if an IT steeri-ng Committee was in place..

. 4. 10.1. 2 Absence of post implementation review
"A Post Implementauon ReVIew (PIR) is an act1v1ty that is carrled out

after a new busmess system has been 1mplemented The ObjeCUVES of

| PIR are to assess the system funetlonallty, performance and cost versus

beneﬁts and to assess the effectlveness of the life- cycle development

actmtles ‘that produced the system The rev1ew results can be used to

strengthen the system as well as system development procedures and |
-'re engmeermg But Audlt notlced that the Management had not °

- conducted any post 1mp1ementat1:0n review of 'thl's- ‘-appl'lcatlon:

T_here was no provision in the erstwhile FRIENDS application to store

. the details of remitting the collected amounts into banks and their final

transfer to the accounts of concerned stakeholders. These deficiencies

prevented the top Management from exercising managerial controls.

‘The _la.cﬁnae in the system paved the way for -embeZzleme_nt of cash.

The def1c1ency continued to. exist m the re- engmeered apphcatmn

[ St

FREES also.

- The Govem_ment stated (Nevember 2014) that instructions were issued

to the CAM to inform the Management about the delay in remittance
on a daily basis. Thetr‘teply sis ‘not tenable in audit in view of the fact that

mstead of adoptmg manual momtormg mechanism, the system should

_pr0v1de facilities to generate ‘required MIS . _reports for enablmg

centralised monitoring by the Management as envisaged by the re-

engineered application software,

71 Metadata is ‘data 2bout data T he main purpose of metadata is to facilitate in the discovery of relevant mformatlon
Metadata also helps organize electronic résources, provide digital identification, and helps support archiving and
preservation of the resource.
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4.10.1.3 - Revoking of validation controls -

Designing of tables without properly relating ‘Collection Mastet’ table
- with ‘Bank_ Remittance’ table was pointed out in par‘agraph- 4.9.3. Audit
noticed revoking of validation controls’ leading to duplication in dates
stored in the table relating to b;nk remittances. insufﬁcient Validation
“controls resulted in generating challans again in respect of deposrt to
banks Wthh were already generated Thus overlappmg dates caused
duphcate values in generatlon of reports Data ana1y51s brought to 11ght
.. 2,068 duphcate values in collectlon from-date’ and 2,067 duphcate

~ values in ‘collection-to-date’ rendering the data useless for any MIS

4.10.2 Delay in collection of cash by designated bank
As per the MolU s‘igrred with banks, the banks were to depute personnel
to collect money relating to the second shift of the previous day and
first shift of the day from all the Centres at 2.00 PM on every bank
Workmg day (except Saturday, on Which the collection relating to the
sec.dnd‘ shift of the previous day would be collected at 11.00 AM)
-. .thereby permit.tihg the money collected on Saturday and Sunday to be
kept out of the public exchequer. Moreover, during the test check;
Audit noticed that in the month of October 2013, out of the 24 bank
working days, money Was collected only on 16 days from
. Thiruvarlanthapuram and Kozhikode Centres. i-'Io“weVer, no
. ,‘,_;fg‘..’eo-mmumcatioris Were sent to banks either by Project Managers of the
respective- Centres or by. the IT Mission, - which indicated lack of

managerial controls by the organization.
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4.10.3 Human resouice management

Human Resource Management (HRM) is the strategic and coherent
approach to the management of an brga'nizatioh’s most valued assets
who individually and collectively are responsible for the effective and
proper functlonmg of IT system. | | |

FRIENDS Centres are supervised by two PrOJect Managers (PM)
deputed from participating Departments/Agenmes. Service Officers
(50} depﬁted_ frém participatiﬁ-g ‘Departments/Agencies on Worldng
arrangement in . each - District Centre are entrusted ~wi-th the
responsﬂ)lllty of bill collecnon Audit observed the followmg lapses in

+ No quahflcatlons were prescnbed for the selectlon of personnel
for the prOJect -

. -'R”esponsibilities entrusted were not in line with their
qualifications and seniority. As no additional remunerations were
offered for higher responsibilities of Project Managers, senior staff
members were reluctant to accept responsibilities and juniors

were posted as Project Managers, who were unable to exercise
supemsory controls over seniors.

. Adequate training was not imparted due to which the staff had to
- struggle with their work. Training to staff members was imparted
only at the launch of erstwhile application FRIENDS (2000-01)
and at the installation time of the re-engineered application
FREES (2010-11). Audit noticed that in all the six Centres visited,

only 22 out of 75 existing PMs and SOs have received training.

+ No norms were fixed by the IT Mission for the time taken in
" processing a bill and hence wide variations existed in average
number of bills processed by different SOs. Data analysis for the
financial year 2013-14 revealed that variation in average number

of transactions per shift made by various Sos in all the Centres

- was, up to three times as shown in Appendix III{Appendix 4.3)
‘Audit analysis also revealed frequent long interval between two
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consecutive transactions made by the. SOs, whose average
transactions were low, whereas continuous transactions were
“seen in respect of others in the same Centre on the same day.
Some of the 111ustrat1ve cases are shown in Table 4. 2

Table 4.2: Interval between two (:onsecutlve transactlons

Alappuzha Centre ‘ Kollam Centre
E __(User ‘ANK’) | -~ {User ‘BNG’)
Transaction Time Interval |, Transaction Time Inte_fval '
e (H:M) | . ] M)
J1s.05201314:35:25 | Joe01201311:13:40 |
15.05.2013 18:41:43  [4:06 . - |06.01.2013 12:54:34 - |1:40
22.11.2013 13:07:25 - |13.01.2013 09:30:57
22.11.2013 17:43:03 4:35 7 lis.01.2013 10:30:08- |0:59
N T el e i iso12013 115804 b2
03.01.2014 10:20:43 . R |
l03.01.2014 12:44:45 2:24 20.01.2013 12:02:56 |

20.01.2013 13:20:25 | 1:17-

03.01.2014 12:50:13

03.01.2014 17:57:46 507 |
(Source: Analyms of data obtained from IT Mlssmn Headquarters)

The Government stated (November 2014) that due to manpower
shortage, Volunteerlng senior staff members are given char-ge of Project
- ~Managers. The reply is not tenable in audit, because 'cojn'sidering the
| importance and money value involved in each c:entrel, only qualified
persons should be selected as PI'OJeCt Managers

4 10.4 Lack of documentatmn and version control

b f}‘
LN

_Adequate documentation is one of the essential clements in any

applicetion development. .aaﬁpjpropriate co_ntrql over‘software versions:

requires sufficient documentation to ensure accuracy in darta

processing, especially in centralised data processing through web where

financial data transfer is involved.
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Audit ndticed that no version numbers were marked in the dpplication.
There was no formal/documented system of complaint booking.

Instead, whenever any bugs Were noticed, users were lodging their

- complaints through- telephone calls to database administrators. After

making changes in the application on the basis of these telephone calls,
patches™ Would‘ be installed in the real time system without
documentation, adequate test run, obtaining approval at the requisite

level and markmg the software with a version number The

consequences are pomted out m paragraph 4. 10 5

4.10.5 Absence of change control mechanism °

- 'Proper Change Control Mechanlsm ensures that all changes 10. system,.
"f’tonﬂguratmns are authorised, tested, documented controlléd, the -

- systenis operate as mtended and that there is an adequate audit trail of

changes. Change control mechamsm reduces the  possibility of .
introducing unnecessary changes in the system without foreSIght
which could introduce flaws into the system or undo. changes made by

other users of software. Instances of changes introduced which

‘. compromlsed the objectives of the pI’O_]ECt are detailed below:

. 1In test check, Audit observed that changes introduced in the

“temeae gpplication without' adequate testing resulted in erroneous

addition of an amount upto X0.65 lakh in the daily account due
to be transferred to the head of accounts relating to e-District
from the FRIENDS -accounts. The mistakes continued to occur
during the period from 9 January to 7 February 2012 before it
was identified by the Project resulting in wrong debit of £10.74
lakh from FRIENDS accounts. '
- Similarly Audit also observed that the system generated counter-
' wise collection reports and bank/treasury summary reports did
'not match after introducing an untested change, This resulted in
confusion, because the amount collected from the counters and
~the amount to be remitted to bank did not tally. The difference

72 A patch is a picce of software designed te update a computer program or its supporting data,‘ to fix or improve it. This
includes fixing security vulnerabilities and other bugs, and improving the usabitity or performance,
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between the two accounts ranged from a low of X 17.91 lakh in
Kollam Centre to a high of 1.82 crore in Ernakulam Centre.
' The details of mismateh found i in seven Centres are shown in Table 4.3.

" Table 4. 3: Details of dlscrepanmes between the amounts as per counter wise
' N collectmn reports and’ bank/treasury SWIINATY reports ‘

St Name of Frlends Amount as per Amotnt as per leference (?)
1 No.- “Centre counter wise bank/treasury _ !
collection report (X) | summary report .
|Palakkad 13,17, 961 o 57 23 298 . |54,05,337.
Kollam N i1,05,357 ‘ o 18 96 426 B 17 Q1 069_
.. |Malappuram . 1,27,324 | 22 91, 832 |21,64,508 .
l .-\ Pathanamthitta . - {2,92,853 -~ .. 52 71 354 Ca 49, '78 501‘ =
o Thiruvananthapuram 4,46,052 - 175,82,874
Alappuzha 2 67,105 L 20,71,437
| . |10,69,864. ‘ 7,552 ,81,87,688° " | - -
(Source -I'lgures obtamed from the respective FRIENDS Centres) : T _l e " L

The Government stated (November 2014) that $10.74 lakh was re-
credited to FRIENDS pooling account. The reply is not tenable in audit
since -the project has not addressed the issue of inti’-odu;cing appropriate
change control mechamsm to avoid recurrence of such incidents. |

4 11 IT Secunty

4.11.1 Lack of information securxty control

Conﬁdentiahty, integrity. and avaﬂablhry are to be the core prmc1p1es of
mfétmation security. - Installation of antivirus software™ helps in

reducmg threat to data caused by virus attacks Audit observed the
 following lapses in this regard: = -

« .+ Theé Project did not have an IT Securlty Offlcer.

« No mechanism was avallable for recordmg and reportlng security

‘incidents: S ‘ ‘

» IT Security 1nstructlons were not circulated perlodlcally to staff.

-, USB™ ports'were not disabled in four Centres N

73 Antivirus:software is computer software used to prevent, detect, remove malicious software and to provide
protection from other computer threats

‘Uhiversal ‘$erial Bus (USB) is an industry standard developed in the mid-1990s that defines the cables,
connectors and communications protoeols dised in a bus for connection, communication, and power supply
between cornputers -and electromc devices. USB drives are observed to be highly prone o transmiission of
virus. :

Idukki, Emakulam, Kozhlkode and Kannur

74

75
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Licensed versions of antivirus packages were not installed in any
Centre. Freeware antivirus packages were being used in
Thiruvananthapuram and Ernakulam Centres, but both these
Centres were not updating virus definition files. Systems were
seen infected with virus in Malappuram Centre, which was not
using antivirus packages. In Ernakulam Centre, virus infection
caused non-performance of the system for one day.

Periodic changes of passwords were not ensured. Data analy51s
revealed that 366 users had never changed the1r passwords.

No instructions were issued on password pohcy specifying the
structure and length of password changrng of passwords, secrecy .
to be marntalned etc.

_In three out of six Centres ‘visited, user- 1ds and passwords, of 2
""PrOJect Managers were shared with others defeatmg the very
Durpose of logical access controls. :

4.11.2 Failure in deactwatmg user-ids of retlred/transferred

employees

Best IT practices demand that in the case of retirement or transfer of

employees, the system admlmstrator should immediately deactivate

user accounts to prevent unauthorised access to the system. However,

Audit noticed that in all the Centres visited, the active uset-ids exceeded -

the total number of the e‘xisting personnel as shown in Table 4.4,

LS.
-No.

1
2
3
A_ 4.__

5

6.

. _personnel e
‘ FRIENDS Centre ‘ Number of active user—rds Number of ex1stmg
1 : personnel
%Thrruvananthapuram IR 97 I 2—9 -
Emakulam O | 37 N i 13 ]
Malappuram R EOU 25 ”mlsg
Kozhlkode SR RSP 18 SR P 13,,,V
}Kannur R A 27 e e ,15

"+ =7, Table 4.4: Comparison of existing active user-ids against the existing

(Source: Analy51s of data obtained from the respectwe FRIENDS Centres)
Being a web bhased systern such control deficiencies could provrde an

opportunity for misuse by unscrupulous persons.
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The Government stated (November 2014) that actions were initiated to
disable the user-ids in respect of past employees and 323 logm accounts
have already been terminated. Audrt is of the view that continued
monltonng is reqmred in thls regard |

4.11.3 Inadequate segregatlon of dut1es o .
Segregation of duties ensures that the data stored is authenncatcd at

various levels of supervisory officers. Inadequaaes_ in this would
increase the risk of errors being made and remaining undetected, fraud
and the adoption of inappropriate working practices.

PrOJect Managers had the exclusive respon51b1l1ty to open and close

ShlftS 111 the apphcatlon by prlvﬂages granted to them in the system.

Ly

Generatlon ot challan for rennttmg money into bank and confltmatlonf ,

of transfer credit of the same to the FRIENDS Poohng account wers

also the excluswe duties o‘f PrOJect Managers, But in all Centres visited,
Audit notlced ‘that these dutles were: performed by e1ther System
Administrators or Service Ofﬁcers defeatmg the Very purpose of

segregation of duty.

4.11.4 Risk to IT assets

"Rttt observed that Idukki centre had several shortcomings in the

facilities and the infrastructure provided posed risks to IT assets as

discussed below:

* The Centre is functioning from a dilapidated building, that could
not be closed as shown in picture below There is only one
securlty guard looking after the eentre w1th no substitute

“*artangements when he is on leave. =~ ¥
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o Picture depicts view of Idukki Centre, where the steel shutter cannot
" be closed. The shutter channel is blocked with ‘wooden logs to prevent
lapsing of the damaged stee] shuitter. Inset "pic ure displays a
e Wooden log used as blockade i

- The Centre deviated from the established procedure of remitting

the daily collection in the bank. Even when a single day’s

collection was as high as X9.55 lakh during the period, the bank

- did not send their staff to collect the cash. Since the cash could

not be kept in the Centre due to safety reasons, the staff members

. were compelled to carry the cash home and bring it back on the
next day. i

The deviations noticed in other Centres are as follows:

.
TR

« Scrap was dumped over UPS and battery posing a fire risk and
the abandoned computers and other unused hardware were not
disposed off in 2 out of 6 Centres visited by audit team as shown
in picture below. In two Centres the air condn:wners were not
working properly.
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counters m Thlruvananthapuram and Malappuram Centres )

Ehe‘(}‘bvernment stated (No‘fember 20“14:) that the scrap had 'sinc'e been

) dlsposed of from Centres in Thlruvananthapuram Kollam,

Pathanamthltta Malappuram Kannur and Kottayam and 1nstruct10ns

had been 1ssued tor other Centres for dlsposal

4 12 Busmess COIltll‘luItY and dlsaster recovery plannmg

S

T ey

- Business - continuity plannmg (BCP) is working ‘out how to stay in

busmess in the event of a d1srupt10n Audit notlced that approprlate

busmess cont1nu1ty plan and disaster recovery plannmg have not been

: formulated

4.12.1 IhaHEqilate backup félc.ilif{ég’* ,

Backup refers to copying and archiving of computer data so that it may

~be used to restore the original after a disaster and also to restore files

- after they have been accidentally d.elet_ed or corrupted. Offsite- storage
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“of backup data ‘would ensure resuming the business with minimam
. time lag in the event of a disaster like ‘ﬁre,' flood, etc.
While appreciating the measures adopted for ehsuring. backup, Audit
observed that the project had not ensured offsite storage of backup.
Instead the backup was stored in the same location, where servers were
placed. All the servers and tape cartridges were kept on the ground
floor adding high risk to the data.

4.12.2 Flaws in the terms of annual maintenance contract (AMQC)
Busmess Contmulty Plan should also ensure that an entltys business o

operatlon is not 1nterrupted owing to power failures and hardware :

_1lfa11ures Entermg 1nt0 agreements w1th__\AMC prov1ders Would ensure

| mlnrmum lnterruptro  to the buslness ‘However Audlt notlced several

flaws in the terms of contract and lack  of control over the AMC

provider adversely affecting business continuity, as indicated below.

'« No hardware downtime reports were obtained from AMC

- provider, though fortmghtly report was stipulated in- the terms of
the contract.

+ There was no clause relating to levy of penalty in the event of .
failure in providing timely services.

“s e, ¢ Lhough the latest time to attend a fault_ call was stated to be 24
hours, no time limit was fixed for rectification other than a
passive statement ‘in the earliest possible time’.

« Though preventive maintenance was stipulated to be done once
in three months, no registers were maintained to monitor the
preventive maintenance.

= No preventive maintenance was reported to be done except in

.-Malappuram Centre.

* Hardware status/fault registers were not maintained in three out
of six Centres visited. In Thiruvananthapuram and Malappuram
Centres they were maintained only up to April 2010. In

"‘""’Kozhlkode Centre, the dates of rectifications . were not entered
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* In Thiruvananthapuram Centre in one of the cases, the delay in
rectification was 18 days and in another the delay was 15 days
during ‘the perlod test checked (2008-2010). In 56 per cent of

- cases, the delay could not be ascertained as dates of rectlﬁcatlons
were not entered.
4.13 Failures in realisation of a single window rem1ttance system

Betng a bill remlttrng centre, resident ftlendly measures wotild have
en.sured retention of customers and thus enabling the p.r-OJect to achieve
its stated objective of becoming a single Window in‘tegrate-d remittance
centre.. To enhance customer experlence the IT systems should have
evolved ‘to keep up with the technologrcal advances in the external
| enwronment But due to lack of vision and proper planmng, thls could

<70t be. ach;teved.- Aud1t nonced foﬂowmg denc;enctea An th1s regard

. There Wwas no prowsmn for acceptmg nayments from res1dents
through credit and debit cards.

. There was no prov131on for acceptmg cheques from Government
: --departrnents and autonomous bodies/corporations. Audit data
analysis revealed that there were 865 cash. transactions that
exceeded X1 lakh and that a single cash transaction was as high

as 5§12 43 lakh.

« There were Wlthdrawals of services like payment of land tax,

building tax, luxury tax, lease rent and fees for services rendered

e by Revenue Department. Data analysis revealed 85.79 per cent of
drop in bills relating to the Revenue Department.

Transactipns of hills relating to KSEB (3-2;15 per cent) constituted one
~of the majer ‘business of the project. However, the number of

transactions in respect of KSEB fell from 11 36 lakh t0 6.7 lakh during

the period from. 2006 07 ro 2013-14, even though direct connectlwty to

KSEB server was established in the FREES system from 2010 onwards.
‘The reasons, which cc:ntributed te the reducrion, were as follows:

'+ KSEB did not permlt FRIEN DS Centres to accept power bllls Wlth
fine after the pay- by—date for no meaningful reasons; ’
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 ‘° FRIENDS Centres were not provided with prdviéional module to
- accept payments, when billing data was not uploaded in KSEB
server;

-+ Network problems owing to high " network trafﬁc and
- unmanageable server hits were pointed out in paragraph 4.9.6.
During a . test check conducted in Ernakulam and Kozhikode
Centres for the period from December 2013 to March 2014, Audit
noticed KSEB server downtime recorded at these Centres ranged
from 20 minutes to 10 hours per day as shown in Table 4.5.

- . b Table 4 5: Detalls of KSEB server downtlme in two Centres

R —

E o Emakulamw " Kozhikode -
, e ®EM)
05/12/2013;", 2:05PM | 3:30PM | 1:25 '20/01/2 14 4:00 PM|.7:00 PM{.__ 300
7106/12/2013 | 9:30 AM | 10:00 T0:30 |30/01/2014| 9:20 AM | 9:45AM| 025
18/12/2013 | 10:60 AM, 2:00PM | 3:10 03/02/2014[12:00 PM| 7:00 PM|  7:00
30/12/2013 | 12:40 PM| 2:00PM | 1:20 |04/02/2014|11:40 AM| 7:00 PM | 7:20
: 117/01/2014| 1:00 PM | 2:00PM | 1:00 |04/03/2014| 9:00 AM [9:45 AM| 0:45
 25/01/2014|11:00 AM| 7:00PM | 8:00 |05/03/2014] 9:00 AM |9:30 AM| 0:30 |
27/01/2014 | 9:00 AM | 7:00PM. | 10:00 |19/03/2014| 2:50 PM | 7:00PM| 4:10
| 28/01/2014 | 9:00 AM | 7:00 PM | 10:00 |21/03/2014|10:50 AM| 7:00 PM| 8:10

{Source: Analysis of data obtained from the respective FRIENDS Centres)
FRL['_E-NDS' ﬁrojéct was 'eﬁ's.iise:ged as a single "w/\}in-dow systemn, where the
fesid.entsl can pay all their utili;y bills at a single Iocatio.h The system
Mﬂzﬁgﬁld be available at all times and there should not be any occasion,
where the pubhc has to return w1thout paymg their bills. However in -
| the benef1c1ary survey conducted 84 per cent of the public remarked
that they had to return without remlttmg thelr bills. This happened due
to the deficiencies ment1oned above and thus the objectlve of prowdmg_
single window payment system could not be achleved
7 The Government stated (November 2014) that owing to network
failures, espeCIally relating to KSEB and Motor Vehicles Department,

timely services could not be*-promded to residents. The issues regarding
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‘real time data fetching 1s also bemg taken up W1th KSEB The. reply is
" not tenable in audit, because many . of the deﬁmencres mentroned above
: could have been rect1ﬁed by tlrnely 1ntervent10n and coordrnanon with
- the parncrpanng departments |

4, 14 Non- reallsatlon of objectlves by part1c1pat1ng departrnents

--\The part1c1pat1ng departments enwsaged faster rece1pt of thetr dues

~and reducnon in cost of collectron frorn this projéct. However Audit

. notrced that these objectwes of the partrc1pat1ng departments Were not :

: achleved due to the followmg reasons:

~« There was pers1stent delay 1n remlttmg the ‘collected money to

.“4’.9'3 2 and .4.9. 3.

.v . The MoU with the bank allowed for collectzon of money

~pertaining to Saturdays and Sundays only on Monday thus
~ delaying the payments to partrcrpatlng agenc1es

» The money embezzled has still: not been patd to the partlcrpatlng
agencies even after two years S

~« 1In the absence of appropriate supervision and proper norms for
work load, there was underutilisation of staff who were deputed
from the part1c1pat1ng departments

| .The absence of MIS reports due to 1mproper system desrgn made the

’ monrtormg of tlmely payments to part1c1pat1ng departments extremely'

difficult. Thus due to lacunae m the system de51gn and its
1mplementatlon the partrcrpatmg departrnents could not reahse the full
: beneflts of the FRIENDS/FREES prOJeCt A |

4.15 Conclus10n B

The main objective of the project was to facilitate residents to remit

taxes and other .utility payments through a single window system. But,
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poor system design and lack of propef integration with participating
departments led to the failure in achieving this prime objective. The
project suffered due to the absence of an IT Steering Committee, which
is responsﬂJIe for developlng and rnalntainmg vision and goal of the
project, developing an operatmg charter for formahsmg the roles and
responsibilities and providing guidance to help the system evolve with |
the changing environment. Current customer requirements, like
prov1510n for acceptmg payments rhrough credlt and debit cards were
not 1nc0rporated into the newly devel()ped FREES apphcatlon ThlS has

resulted in reductlon in number of re51dents ‘using this fac111ty

" . The.. system was . 1ncapable of generatlng 'deqjuate IVIIS reports for

_propet. momtormg and assessmg early warnmg 51gnals Unnecessary

manual 111tervent10ns were reqmred in the process, which could have
~been easily avoided by appropriate system automation. Withdrawal of
services and unsolved issues relating to KSEB and other agencies
indicate lack of timely managerial intervention and coordination with -

participating departments

- These deficiencies in the system have resulted in defeatmg the main

objectives of

facilitating the residents to pay their taxes and utility bills
through a single window system and

» facilitating the participating departments to receive their dues
effectively and efficiently.

This has also resulted in: embezzlement of cash and delayed deposit of
In'nney in to the re,spe.'ctive account due to poor system' design:and
control failures. |
4.16 Recommendations
~+ IT Mission should :»releti.fy the deficiencies and develpp the-systern
in tune with the changing environment like establishing required
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relationship among different data tables,-enabling acceptance of
“debit and credit cards, etc.

« The State Government should ensure regular collection from
FRIENDS Centres by the banks and modify the MoU so that
money collected every day is remitted to the bank on the same
day. e 2 | . .

+ All the issues. pertaining to the participating departments should
be resolved through proper coordination. |
.« Explore the option of adding new services and resumptlon of

. services already withdrawn so that FRIENDS becomes a smgle' ‘
window system of rem1ttance in true sense. &

~+ Annual malntenance contract: should be ﬁnahsed 1ncorporatmg
~-pendl prov1s' "‘"""f“For oelay 1n=-” -“tlﬁcatlon [

[Notes recelved fro'"a the .(:ovemment on the above _audit
paragraph is mcluded as Appendix II]- =

Excerpts from Committee's discussion with departmental ofﬁc1als
1. The committee enqtured about the details regarrdtng the audit
paragraphs. To which the Additional Chief Secretary, -Electronics and
Information Technology department replied that the department had )
~ furnished the reply on audit objections to the Accountant ‘General
-~ =luging that period and submitted to the Hon'ble comntittee also. He
stated that the Paragra‘phs 49.1, 49.2 and 4.9.3 were basically
pertalmng to the lack of Control System in the Software of FRIENDS
Janasevanakendram which 1eads to embezzlement. The Additional
Chief Secretary, Electronics and Information Technology Department
made a brief description of the Project. He informed that it was started
m the year 2000 at Thiruvananthapuram district as a pilot project, a single
window integrated remittance centre to facilitate the residents in
paymg their utility bills, tax and other dues to: Government without any

extra cost and it was rolled out to the remaining 13 dIStHCtS of Kerala
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in"the next year 2001. Tt was started in Government buildings or in the
space provided free of rent by Local Self Government Institutions. The
enttre activity was one of the earliest effort of the State govem-ments in
India to launch an automatic’ system for the dlrect payment or single
payment of all the dues to. the Government and this system was
developed over y‘ears. The audit was carried out for the period
2012-13, and the Accountant General had pointed out that the

def1c1enc1es in the Software 1ed fo embezzlement Though the obJectlon

‘was not matchmg, the department agrees that 1t was not a fully covered
. system at that point of time, There were def1c1en(:1es in the system It

. was.- developed from a - FREES(Fnends Re engmeered Enterpnse

ﬁabled System)' Software and was developed by a Iocal develot)er :

~under the guidance of the NIC and Kerala State IT Mission. So there =

e

were deficiencies in the software. The embezzlement did not occur as a

result of the software. There was no online mechanism in the system of

" FRIENDS on those days, and the consumers used to visit the FRIENDS

. Centre_and deposit money in cash and that cash was to be transferred to

the ‘bank account, and from the bank account the money was

transferred to different orgam?anons He added that now-a-days the

S .

entire system is very different, because after 2014, Akshaya centres
were started and the facility of direct net payment, credit card payment
and other various platforms were also available. So the payment made
by the consumer is transferred directly to the department that actually

owes. the ‘mohey, So the ‘embezzlement had _noth’ing;to‘ do with the

- system developed. The money was taken directly and was transferred to the

| department directly; there was no scope for retaining the money with

the staff, Embezzlement would happen only if the money was deposited

after two or three days. There was standing mstructlons to depos1t the
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-+ money w1th1n 24 hours in the State Bank of Travancore The FRIENDS
centres would work on Sundays and the. collection on that days would

., be h1gher but it could not be deposrted 1n the bank on Sundays.
Instances wefe found in the districts of Ernakulam and Kozhrkede
where the. Pr_OJ-.ect Managers; retained the money for a ;.lon-g time..
SuhseQuently "iltlwas detected and actlo-n w.as-,taken :agains‘t;‘t-he‘m and
they were placed under susp-ens_i.on. The staffs of FRIENDS’.\Cen_tres are .

_from various organizati‘ons on deputa-tion basis. Actions- were taken .

agarnst them 1o recover ‘the amount The ent1re e- Governance system‘f'

was started changmg after 2008 09 after AG's observauon FRIENDS:-M

"mproved but. onl"

software was als"” '\:_::,payment was done through

W‘“"l?jAkshaya centre from'2014-15 onwards )The departm. nt % greed 10 thy
_AG'S observanon that the software was not fully mtegrated but the - -
software developed was” tested by the KSITM(Kerala State IT MISSIOH)
ofﬁcrals as well as NIG and the software was performrng very well One_
or two 1nstances of embezzlement happened but the system alone was
. mot responsible for that. It was a human crrmtnalﬁ action .whtch
ha'ppen:ed without an‘"automated ‘s‘lyst'em of -COllection whrch happenecl e
earlier and is still. happemng even today in some departments he
“added. | |
2. The committee enquired whether the FRIENDS Centres were
) still workmg._ To which the Addmonal Chief Secretary,. Electronlcs and
Informatron Technology Department rephed that the government had
-clecrded to close down the FRIENDS Centres and the file was under the
consideration of the government He added that the FRIENDS centres
utility system was almost over due to the ap‘peatance of Akshaya
- centres and the CS‘C(Comrnon ‘S.-erjvice Centrej of Government of':lndia.

Online payments have started 1n almost all the departments. From the
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last year onwards more than 600 governmient services have online
facilities. Treasury had started an online' payment syetem with -57
- banks, KSEB and KWA had developed their own online system, and
”LSGD had started onhne facilities in all Panchayats
3. The committee enquired whether there were any customers who _
currently rely on the FRIENDS Centres. To which the Additional Chief
. Secretary, Electronics and Information Technology Department replied
o ';{that only a very small number of customers rely on FRIENDS Centres
and that a very meagre amount was collected through these centres He

*_/‘_,,f'_‘:';added that one or two people Who do not have any credit cards or

"account numbers .are. stil . paymg._ the arnount in cash AIL}. ot

‘ltransactrons in the FRIENDS ce '\ res:ware onlme

4. The committee observed that FRIENDS Centres are an initiative that ~
“has been started so. that payments can be made on Sunday.s-‘ as well. Its
defects are solved one by one and automation is done. The committee

% jnquired about an alternative payment option regarding the customers
o who cannot pay through onhne To which the Addttlonal Chlef

Secretary, Electronics and Informatron Technology Department rephed _

that fiow a days all people have the facility of online payment. Those

TR e
e

who do not have such facility can rely on Akshaya Centres. Akshaya
Centres are currently functioning within every 200 metres in Kerala. -
Therefore, the number of people going to FRIENDS Centres is relatively
moderate at present. o |
5. The committee enquired about “the existing number of
FRIENDS Centres currently in the State. The Additional Chief Secretary,_
Electronics and Information Technology Department replied that every
- district has one FRIENDS Center. Then the committee enquired about staff

~ deployment at the FRIENDS Centre. To which the Additional Chief Secretary,
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Electronics and Infermation Techiology ,Depértrn‘e’nt‘ replied that employees
are appointed on the basis of working arrangements. When the
committee enquired about the reverting back of employees to their
'parent 'd.epartment.afte_r the winding up of the ‘FRI’EN‘DS centre, the
Additional Chief Secretary, Electronics -and Info-rimatréﬁ'_ Technology
Department replied i;n. the affirmative and added, th’at it h_ad' also been

decided that deputation would not be allowed this year.

6 The comrrnttee noticed that the most 1mp0rtant obJectron of
the Accountant General is the occurrence of embezzlement and the v
Comrnlttee enqurred Whether the said amount had been reallzed and

‘0 ey The Addrtronal Chref ,

L_lso henqurred about the Iaunderrng of

that embezzlement of cash was not first pointed out by A.G; It was first
found out by a surprise inspection led by the officials of KSITM, which
came to know about the fraudulent actions in the ,FRIENDS, -Cent'res in
.Ernakularn and Kozhikode districts. He added ithat with . criminal

. proceedings against them;.rhe. respective district collectors have taken

‘action to recover the amount. He assured that a cle'tai_letl statement

regarding the recovery of the amount so far could be submitted before

= oEng

s it N

the Honb'le committee on the same day by 5 pm. The same has since
been recelved by the Committee.

7. he committee enqulred about the current status of crrmmal
proceedings against the accused ancl the person who was coordrnatrng
the prosecution process To which the Additional Chlef Secretary,
Electronics and Inforrnatlon Technology Department rephed that it was
coordinated by the police and he promised that the current status could

be informed to the Committee that day itself.
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8. The 'comrriitte_e commented on the embezzle-fnent of more thait X 18

lakh which had been mentioned in the Audit Repott, even though there

© exists a simple’ payment system and enqurred about the reason for thls

- To Wthh the Addrtronal Chief Secretary, Department of Electronics and

Inforrrrauon Technology replied that it was the Audit report for the year

12014, and at ‘that time, online payment system was not accessible to
everyone. 18 lakh was not just one customer's money. FRIENDS
- Centres also operated on bank hohdays mcludmg Sundays The Cash .
| ._.collected on holrdays should be credrted to SBI on the next Workmg day

' 1tself but the prOJect rnanagers of the FRIENDS Centres in Ernakularn

Ireason for the non remittance of':‘:?” 18 lakh He

account of SBI should be sent to the concerned departments along with

the statement within 24 hours. -

9. The committee enquired ab.out the issue related to BSNL

rnentloned in the AG's flndlngs To Wthh the Semor Deputy

‘Accountant General mformed the committee that BSNL bills ¢ould be

- paid through the FRIENDS Centre and from the amount recerved from

R

shc s ST

the BSNL customer, a fixed amount was to be deducted as commission

for the FRIENDS Centre, but instead of taking the commission, they

- transferred the full amount to the bank. The Additional Chief Secretary,

Electronics and Information Technology Department replied that since

the FRIENDS Gentre did not deduct service charges from the BSNL bill

amount, the entire amount went to SBT account. The balance amount,

after deducting the commission amount was to be paid to the SBT. The
audit report pointed out that owing to this process, the income due, to

the FRIENDS was reduced and the ﬁ'SNL received the full amount.
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~ 10.When enquired about the . details | iregard‘lng the audit -

R, p'aragraph 4.11.4 the Additional- Chief S’ecretary, Electronics and .
' __Informatlon Technology Department replted that, the government had
'-»sanctroned an amount : of X5 lakh each to the respectlve Dtstrlct.

: Collectors for settlng‘upr FRIENDS Centres in all the _drjstrl_cts. He was

the.;Wayanad-.D..;is't_r'ict Collector then and the sanctioned amount could

. be. utilised -efffectively for 'se,tting up a FRIENDS Ce_n_ter in Wayémad :
cltstnct He added. that a part. of the Civil Stat1on was . mod1ﬁecl and

. furnlshed w1th AC and offrce furniture at a cost of only X 3 5 1akh but

in some d15tr1cts even the requrred burldzng for the sa1cl center was not

tarted ' ‘:!'_-'the Corporatton_buﬂdmg a
. place was avatlable for it to function except the civil. station- bullcltng
-_and: -ther-e_;-,were no;.custom_ers- except the civil station ofﬁcral_s_ even
'during the iday time; that was the reasen for starting the centre near
the market place A d-i-lapiclated buil-cling was acquire-d for th'is‘ Centre. It

- was 1nforrned that the DlStI‘lCt Panchayat would . allocate funds to

3 ;improve the condltron of the bu1lcl1ng but it did not recewe the funcl till
- date. From.the income of the FRIENDS Centre P.W.D. had done some

= ;;A.:"J &{@ GrrN

~ repair works and the FRIENDS Centre which was dorng well in the
initial stage had. grecluallylseen-fewer and fewer customers.

- 11: - The :committee .further pointed out that the issue that
- happened in 2001 was'mentioned in the Audit Report for the year
endecl 2014 and the same matter came before the committée in
2022...t-’l‘"_l1e FRIENDS Centres worked very wlell in the beginning, but
today they have 'Ver'y'few customers and as people are using online
_systems . f,for transactions,, FRIENDS Centres -heyée becotne less

Important. .
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'12.  The witness, the Additional Chief Secrétary, Department of
Electronics and Information Technology informed the committee that
all the objections raised by the Accountant General in its report, for the

*-year 2014 had been rectified. As pointed out by the Accountant General
in ite,‘report, the secn_rity issues and the defects incornerate_d into the
software were immediately resolved. In addition to this, the objection

regarding the absence of a steering committee had also been rectified.

ks

13. The committee commented that no norms were leE’:d for the tlme
requ1red for completmg a transacnon resultlng in large varlatlons in

the number of transacuons of bills by various - Setvxce Offlcers and *©

e reqmred an. explanatlon regarding thls «To.which the Addmonal Chief.

| 'Secretary, Flectronics and Inforrnatlon Department Teehnology rephed

that the Department would say that there were no norms but there
were notms fixed as p'er the available resources and that were not -
followed by the people in the FRIENDS Cerntre. There was a standing
iﬁ‘strﬂction that the money had to be remitted within 24 hOurs,.
| 14 The comrmttee furthe.t noticed that System could not achieve the
goal of prowdlng smgle window remittance centre to the pubhc due to

. Mthe lack of timely managerial interventions and non-coordination with
p;?t1cipating agencies and sought an explanation regarding this. Then
the Additional chief Secretary, Electronics and Information Technology
Department, replied that as per the Government Order issued in 2002,
FRIENDS Centre was never intended to be a single - window system
and somebody shqnld,have read that Government Order jn snc'_h a way
that the FRIENDS Centre was envisaged as a place where people could
go in one building, with 10 counters. If a consumer has to pay BSNL
bill, P-owér Bill, Sales Tax etc and State Government department's

“services, then those services would be made and payment would also be
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.collected.  BSNL was the-only Cen_tral_ Government agency that agreed 1o

. join in this system and it was done with the help of BSNIL. The question

- Centre, the department . created. their service facility for departments .

5 but in the

‘arises at this point, since it was never envisaged that this would become

‘a single windbw system. Today,f FRIENDS Cen_tre is a single - window

system. Akshaya Centres are also operated as a single - window system.

‘He explained that every Government Order has got a first paragraph
~which is beautifully written in Engliﬁsh' words with very high - sounding
‘phrases and that the C&AG. mlgnt be took mto con51derat10n the first

paragl’aph But in its Second paragraph Wthh gave a detalled

specrﬁcatron/operatronal part of it, mrght have been mrssed t be read

':,In the flrst paragrapl_r_' was sard that there- would be smgle wmdow

-ond paragraphl ‘ihe srngle wmd OW Was not mentroned .
go_vernment order mentioned- in the first paragraph, the Addmonal
Chief Secretary,, Electronics and Information Technology Department
replied that In the first paragraph of the Gavernment Order includes

very beautiful English words- but. the second Paragraph was the

o __aperatibnal part of the_G.O.ian-d‘:the Operational part only is relevant in

a G. O He added that Government never intended FRIENDS as a

N e,

smgle window system, por the Government did so. The Government

:attemp_tzed to create many departments paym-e_nt facilities through this

| that had agree'd to co-operate with this venture,

16. The Senior Deputy Accountant General opined that Jand tax,

building tax, luxury tax, lease rent and fees for services rendered by

- Revenue Department were the important services provided through the

o FRIEND‘S‘_‘ Centre. But later, all these were withdrawn. During the initial
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“ddys of the dentre, people faced difficulties as there were 1o facﬂlnes to
accept deb1t cards, credit cards or cheques as pomted out by the
Accountant General.

~ 17. To which the Addltlonal Chlef Secretary, Department of
Electromcs and Informauon Technology replied that the FRIENDS
Centre had lost its relevance, At the 1mt1a1 stage the center had no such

facility to accept credit cards.

.18., To a query of the Commlttee the Additional Chlef Secretary, -

Electromcs and Informatlon Technology Department rephed that he -
had taken all the relevant documents regardmg this and that the reply -

g1ven before the Cornmlttee was-the- actual faet and there Wwas no need &

Ato conceall any mformatton from’ th comrruttee The comm1ttee
comrn-ented that it -could form an opmlon‘ln this regard after getting
the reply from the d.e-p‘artment To which the Adchtlonal Chief
Secretary, Department of Electronics and Informatton Technology
promlsed that a detailed reply would be submitted before 5 p.m, on
that day itself. ) | | |

"19. When the committee enqurred whether any embezzlement had

‘happened after the Accountant Generals observation, the Additional Chief

N e

Secretary, Flectronics and Information Technology Department replied that
no embezzlement had happened after that. To the Committee's query
about the non-remittance of cash, the Additional Chief Secretary,
- Department of Electronics -and Information Technology replied that
according to the Kerala Financial Code of ,¢1‘956,‘,_,‘if,_anyr department
- receives money from the puhlic in any manner, the said amount should
not be withheld for more than 24 hours. If that day is a public holiday,
- it must be closed before 10 a.m. on the next workmg day. This is a

standing “order and everyone knows about it. Moreover superior

/homie/fepag/Documeris/Rohinl, V.S/ 2023/ PAC/Repontsf Repor Industries and Informarion Technology Depariment).odt/15.07.2623
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~ officers were responsible -for . inspecti'ng all the offices -and‘ if:they

. checked each day's transactions properly, such 1rregular1t1es could be--'_

ruled out, he added. The biggest pohcy of the governrrtent today is
zero cash transactrons Now 66 % of KSEB and 59 % of Kerala Water

Authorltys cash coﬂectlons are through onhne

20 To the Commlttee s query regardmg the whrstle blower about" _

_the fraudulent actlvmes the Additional -Ch1ef Secretary, Department of

:_happened elther dehberately or due to the 1gnorance of somebody 111

.the IT MISSIOH He added that C&AG‘S observatlon on th1s was based on

| "a:docurnent avarlable in his offlce or through emarl ortany other means

“He assured(th
, ,.have been removecl from the ofﬁce and such a peraon shou[d not. Work
in the office after that ' _ |

21. The commlttee suggested that it would ﬁnahse the matter after
recelvmg the report from the department to which the Addltlonal Chief
Secretary, Department ‘of Electronics and Inforrnatmn Technology

| rephed that they would submrt the report very soon.

aELN%%e' received from the Government on the additional information
: -‘s"ought by the Committee is included as Ap;pen"dix 1]
g Excepts -from the -Committee’s‘= discussion with depar-tmentai
officials
92. The Committee Accepted the reply furmshed by the department
Conclusron Recommendation
23 The Committee directs the department to submit the final

report about the action taken against the erring project Managers

. r.e'gardijng the embezzlement of cash at .Erna_ku_laﬁland Kozhikode -

" 'FRIENDS' Centres.

fome/fepdg/Daciments/Rahini. V.5/2023/FAC/ Reports/- Report{ 1ndustries and Information Fechnolagy Depargment).odefl5.07.2023

‘_ Electromcs and Information Technology replled that it mrght have.
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'24. The Committee understands that the winding up process of

FRIENDS Centre- is being carried out by the department and the
c'once:'rn“éd file is under. the consideration of the government;
Th.ere.fore‘ the Committee wants to know whether any decision has

been taken in this regard and if so, detailed report should be

~ submitted to the Committee at the earliest.

SUNNY JOSEPH,
CHAIRMAN.
COMMITTEE ON PUBLIC ACCOUNTS.

Thiruvananthapuram,

10" August 2023.

/heriefso-pac-a/Deskop/REPORTS (Aranmuly, LY, Social Justice)/ Report( Industries and Information Technology Department).odif15.07.2023



¥



(o
| ~ APPENDIX 1
SUMMARY OF MAIN CONCLUSION/RECOMMENDATION
- SL g,"Departmerit- } C-onclﬁéibn/Recémﬁieﬂ@éﬁéﬁ ”
. No. ~Concerned i e -
1 Electronics The Comrmttee dlrects the department‘ to_submit the
and - D
Information flnal report about the action taken agamst the erring _

“1* Technology -
. Department

.:‘;._Elec.tron_i!;c_s

ibeen‘ taken in this regard and if so, detailed repcjrt -

‘|project Managers-regarding the embezzlement of cash} -

-at Emakulam and Kozhlkode 'FRIENDS‘ Centres

- /Committee wants ‘toknow whether ‘any-decision has| <

should be submltted to the Committee at the earliest. !

e ‘:‘Ta“ anene

/eme/tep4g/Docyments/Rohini. V.5/2023/PAC/Reports/Draft reporz (INDUSTRIES DEPARTMENT)Untitled 1.odt
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4 ﬁ APPENDIXTI
: Notes Furnished By Government

STAT EMENT OF REMEDIAL MEASURES TAKEN ON THE AUDIT PARAGRAPHS CONTAINED IN THE REPORT OF COMPTROLLER
- ANDAUDITOR GENERAL OF INDIA (GENERAL AND SOCIAL SECTOR) FOR THE YEAR ENDED MARCH 2014

x%\\ o | _:ﬁo_,:._m_.._o: 4mn::o_om< Umcmwnamnn
SL.PARAGRAPH .~ AUDITOBSERVATION ~ REMEDIAL MEASURES TAKEN BY GOVERNMENT
- o ._.:m. m_u_u:nmﬂo: was n_m<m~ovmn_ i_n:ocﬂ !mvm::m cmmﬂ, T o vnﬁnﬁng& 9. 4 o _
| Requirement - Specifications  (URS). -Even = though | User and System

| envisaged to be an automated system, non adherence to - Requirement Specification (SRS)
- database normalisation principles, poor system design and - o ST _ r
inadequate. capturing - of - Snmﬁ Qmﬂm necessitated manual | |t may be seen that FREES software was envisaged as an
* intervention, - which - led - to- ontrol failures and upgradation/re-engineering of the then existed software
: .macmnﬁmama of 382 o | in FRIENDS. Thus, in ordér to prepare the SRS by the
_ : . . Par n@. nur 4. m: S | developer, - a amﬁm:ma write-up in_ the existed software
‘ cmmﬂ Re uir mamaﬁ Specification (URS) and m stem were shared with them, The SRS prepared thereon by
m.maEmem:ﬁ mUmn:annSa (SRS} - - ~/|-the developer had been vetted by Kerala State- IT
The _u_.ovm.:< documented User Requirement. mvmn_rnmzo:m “Mission (KSITM). Thereafter, several modifications were

(URS) obtained from users and System - Requirement | Sna:ucﬂmnma to ﬂmﬂ:m the moﬁimﬁm to attain its present
mvmn:n_nm:o: {SR5) _u< the software development :team _m.<mm

- | -ensure that the needs of the users of the system have been -|. S vnamnnu: 4.9.2
taken care of and the software developed- meets the {° . Lack of System Automation
~ business ﬂmn_c:maosﬁmq However, Audit noticed that User | Since the amount is received from; the citizens only in nmm:
| Requirement Specifications were not prepared. System | mode in the FRIENDS centres, the respective bank
‘Requirement  Specifications  for  the = re-engineered _branches collect the physical- cash from FRIENDS Centres
application FREES was thus prepared without obtaining the | on a dail y basis and credits to the FRIENDS pooling account
- requirement of all stakeholders. In the absence of URS, | next day. There is a reconciliation method for the Central
‘Audit was . unable to - asess the mﬁs_msm.::w_%h of ‘intended | Accounts Manager to ensure that the amount collected in
benefits of H:m project. - | the FRIENDS Centres are remitted to the' pooling account.
Par agr aph 4.9.2 R - | Further, " transferring of amount to the respective
Lack of System Automation =~ | organisations having its own bank accounts (BSNL, KWA,

| Even though FREES is a centralised web based application, | KSEB, etc, ) is being done electronically from the pooting
-Audit noticed manual interventions.in the processes, which | account. As there was no facility for online transfer to

‘ .“_nmcE have been avoided é_&..t_dum.ﬁ mu_ﬁma design. These | | treasury, transfer of amount belonging to .mo<m35m3ﬁ
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- . : taqu..dua 4.9.3

oo | o.e Similarly,
RS N tmwamzﬁ to 1m3n_vmcsm amnmgam:ﬂ\mmmsgmm Imﬁm

AT

Non- nQ:mwm:nm to database normal isation 035223
: n:& _:,E__.oumﬁ Qm&nﬂ:a Qm nnEmm

Umﬁm_ummm zoﬁ:,_w:wmﬂ.us is the v_‘onmmm Qﬂ oqmm:a_:m ﬁ:m

.‘_&m_n_m and. tables of  relational database to minimise

redundancy. Normalisation usually involved large tables into
smaller (and less redundant) tables. and Qmjzsm relations

between them. Audit noticed that amﬁmvmmm normalisation:

principtes were not followed and there were am?ﬂm:ﬂmm Ain

_designing of tables as detailed below:

* The primary transaction table. ‘named amo:mngo:

Master” contained 1,08,76,286 records as.on 8 April

2014 and audit m:m:\m_m has revealed' that of these,

197,32,401 recards. related to the financial -year mui 1

2013-14, 9,72,051 records related to the FY 2012-13,
-.13,107 wmno_dm pertained to the FY 2011-12 and umm

S .‘_»mnoam related to the F/Y 2010-11. Storing of these
- records in- the respective tables/databases for each of |

the past r:mzn_mm years as historical- n_mﬂm could have
increased the processing speed. -

* The transaction table was used to mmo_‘m g: no:mnco:._

<. details {colléction_Master) that m:moamﬂnm_:\ captured |
_.the date and time of collection in. one of its fields
- (Updated_ On) with which the collection pertaining to

P .“ each day an. shift were am:ﬁ_:ma There was: another

. table "(Bank_: Wmaﬁm:nmv to store particulars about
- crediting of the collected money into the bank account,.
“instead of storing the date of collection Bank_

S B _...,mmaﬁmsnm: table had two fields to store “collection

-from-date” and “collection-to-date”. Audit observed
that due to this design deficiency ﬁmﬁmﬁdo:m:dv _umgmm:
“these two tables could not be established.

Payment_To Departments .- table  stores

I Puwnn:ng A 9.3
zcs->n_:m_.m:nm to database norma :mm,_..._o: rinciples
-and improper amm_m|:m of tables =

-The project is in no_ﬁEmﬁm marmﬁm:nm to the amﬂmvmmm

_‘ :o_.ij:mmﬁoﬂ principles: The database tables have been
- split year-wise *o*.g.gnwosjm the performance of the

master table, which s being carried out at the m:n_ of

- m<mm.< <mmﬂ by ﬁrm Umﬁmvmmm >a3§mqm8q

The collection- from date and collection to date fields are
maintained in bank  remittance table, as this is a
functional requirement. The FRIENDS Centres work on
Sundays. to6, Money cannot be remitted in bank on such
holidays. Hence, there are times when the collection of a
period of N or more days has to be «m:ﬁﬁma Smmﬂjm_.

Details -of ﬂmno:n&wﬂo: and _umv::m:ﬁ made to: %m
amﬁwﬁam:ﬂm are maintained in the system. A _u8<§o: is
also maintained. to generate MIS reports. and. also to

‘monitor the _,maﬁm:nm oﬁ 30:m< collected .:,03 _..EmZUm.

Centres,
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1. .| percent -per annum on ameunt

L,

e ~ Paragraph A.o.wu_ S
P Embezzlement of cash - FRIENDS. application = *
| In the erstwhile” FRIENDS application, Project "Manager .in

- {.Ernakulam embezzled an amount of X 15:99 lakh relating to -

the collection of 18 August 2012.- The FRIENDS application

m_a not have provision for capturing details .of date of ]

| remittance into bank, which was one of the reasons due to
.| which. the -embezzlement could. not be- detected. c It was
.| detected-only. after BSNL made a formal representation to |
| the Director of IT Mission on hon-receipt of the amount due”
| to them. The amount has not been remitted till date
(December 2014) and-the notional -interest at the rate of 18
[ . ount of this would work out to % |
-1 6.96 lakh as on 1 January 2015, o :

| The -whistle-blower sent six intimations 68 to the JT  Mission

| __4 *. 5 .‘.‘_ﬂa:__,u.:mwn:m.Um:da. from March to Octaber 2012,  All of these'

made the complaint. .

| Audit “also - noticed that the Project ‘Manager “deliberately
Ao oo ) defaulted in deposing the _
<7 L. | providing misleading information to: the bank. - During the-

collected money ‘into the bank by

period from January to Octobér 2011 there were defaults in-
remitting cash once or twice a month, which increased to 16
defaults in a month (October 2012). -« . =

g o -Audit analysis relating to Ernakulam Centre for m:m ..um:.oa

from Janurary 2011 to March 2013 revealed that in 163
instances there were delays in remitting.cash to barnk. Audit
. {-analysis further revealed that during this period not only the
| frequency of non-remittances increased; but also the number

e < | of days'the.money retained by the project Manager (PM)-also
,,_“._Jjnﬁmmmmn_..__:.__wo:m _ﬂ.:mﬁ_m:nmmu&:mao:@ q.m.ﬂ_m_,_s_ma;g_%m__u;._

- }.ranged from 35 days to 287 days as shown ifi Table 4.1,

Enibezzlement of Cash

| letters were ignored and actions- not initiated until BSNL |-

“own advantage.

o m.a.nn,kuo._w._q._,u -

- m&meNﬁm.Em:& of cash - FRIENDS application

Pard 4.9.3.2 .

= FREES applications Para 4.9.3.3
: Delay in remittances into bunk . _

KSITM was noticed that the expenditure of the FRIENDS,

_Ernakulam was running without obtaining imprest money

every month as is done at other centres. Hence, a team

from KSITM visited FRIENDS Janasevanakendram, Ernakulam

on 18.01,2013 to conduct an enquiry in to this and identify
the reason for delay in- submitting. the —expenditure

 statement for claiming imprest money from KSITM since

they received a complaint from AO, BSNL, Ernakulam too.

.‘__ U . S .« | Based-on this complaint the team inspected available
S -Audit rioticed- that, during this period,-a whistle-blower was |

| 4.9.3.1, | repeatedly reporting to the IT Mission ‘about the suspected
y & | fraudulent activities of the Project-#anager in the.Centre.

records kept in the office and found irregularities in
collection register, bank remittanée records, and collection
reports.: R : : u

It was found that the Project Manager is the person in
charge: - and. - the  one ~responsible for  the

-Mmisappropriation/mismanagement of funds in FRIENDS
*Janasevanakendram, Ernakulam. The earlier decentralized
~model was fully dependent on the Project Manager’s report
“and in this-case,

‘n:m_‘wmw&mﬂ Manager has used this for his

“Shri.-Sasi S, Section Officer from MG cm_.<m_.wﬁ.€ who worked
.as _ Project Manager in “FRIENDS Janasevanakendram,

Ernakulam has been suspended for Mmisappropriation of

“funds. " The next Project Manager, FRIENDS Ernakulam filed
-a police. comptaint’ on 02.04.2013 against the former

Project Manager Shri. Sasi 5. Based on the complaint, Police

- had arrested the accused and released on bail. Necessary

instructions were already ‘given to MG University to take

] m | ble - -] necessary steps- for recovering. the amount of short
. |-Table 4.1: Details of remittances of cash into bank, where

remittance. KSITM has also ‘given necéssary dnstruction to
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vamNNFmEm:H of cash at onr_xoam mm:qm R
no:mmnamzw on the Bm.n:m report on m:,_UmNNﬁ.mBm:ﬂ oﬁ cash at
- Ernakulam ™ Centre and . having ltearnt about the delay in
remittance of cash at Kozhikode Centre, the Inspection Wing
of the. Finance cmvmnamsﬂ of .Government of Kerala made a -
sdrprise visit to. xom:%oam Centre on 8 November 2013. The-
‘physical verification -of cash at the centre ‘revealed cash
~deficit of X 1.07 lakh -, which rmm not been. remitted n_: date
(Decémber 2014).

| Audit-data analysis revealed ﬁ:mﬁ ﬁjm_,m ‘were ._mu Eﬂ,msnmm of
amﬁé in remittance of cash into bark. during the periad since
"the installation of FREES (16 January 2013) in Kozhikode
Centre till the Project Manager was. booked on 8 November
2013. The delays ranged up to 9 days.. During this period,
3,03 the above 157 instances, the accumulated amount of
‘monéy- kept aut of pubic mxn:mmcﬁ was ﬂ 1tcrore sﬁ:
no:mmn:m:ﬁ netional loss of interest. .

The . mo<m53m.3 stated. -(November- Nofc Sm.ﬁ n:B_:mﬁ
_uSnmnE.mm were. intitated against the mE:m ?Emnﬂ?m:mmmn
The reply is not tenable in audit in view of-the fact'that the |
- reply “is silent on Buﬁ_mmﬁsm the “risk by Smo_ﬁ:m m<mﬂm3
amjﬁngmm, _which cause these mS_umNN_mam.:Hm .

" _Paragra h4.9.3.3"
D&E\ in remittances into ?.S»

. 'S

.. e >:m_<m_m.__ Qq ‘FREES muw:nmzo: ‘data’ «m<mm~mn_ am_mﬁ in
S remittances of money collected to bank in 2,749 instances,
The delay ranged from orie. to 30 days. Oéﬂ:m to- amﬁmw. in

' bank remittance, the mnnc:._c_m,hmm_ amount of money kept out |
of ‘public mxn:mncma from all. the Centres was - found to be X
136.02 crore with consequent - national-loss -of - interest till
.Sm end of financial year 2013-14. . Audit. cannot rule out the
_uomﬂ_uEG oﬁ oB_umNN_mBm:H of. nme cﬁ:ﬂ:m oo<m33m:~
30:@ unoﬂ _u3<mﬂm use aczzm these’ _um.:oam. s

| from the _..x_mz_um nm:qm Zm:mmmﬁ m:n_ appropriate mn:o_._ i
taken. KSITM together with NIC

, the developer of mo_nﬁimﬁ

will - have - initiated steps to _n_m:ﬁ_?_:m the causes ¢
mSUmNﬂmBmsﬂ m:a to mitigate the n_mjn_msn_mm
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aoézgam :mﬁio_\x Qm?n server hits, time taken ﬁQ, mmns
transation ~etc., by utilisation of metadata was not
considered.  All these point to failure of managerial
oversight, which could have been maa_\mmmmn_
steering Committee was in place. :

- if m: T

integrated -with e-district” project .8 make m<m;m§m the

‘payment services available through ﬁ:m FRIENDS' nm:c,mm

o:::m mﬁo ﬁ:ﬂomm: e- aﬂmﬁznﬂ Uoﬂﬂm_

4103

4 No norms were fixed for the time _.mn_c:.ma *o_. noav_mn_nm .
. | & transaction resulting in large variation in the number of &
_.m_.mnmmnso: of bilis by various Service: o_ﬁnmnm ‘

Paragraph 4.10.3
Human resource man mmmBm:

icBm: resource Management (HRM)is - the strategic and

coherent -approach to-the management of an o_.mmsﬁmco:m
most  valued assets who individually and- collectively ™ mam

_ﬁmmvozma_m for the mj«mnﬁZm mzn_ proper E:nco:Sm of |

system, -

. ‘FRIENDS Centres are mcwm_e_mmn_ by - g.o Project managers |
I (PM} deputed :,o_,: -participating Departments/Agencies.

Service - Officers = (50) - deputed  from  participating

‘_um_umzam:ﬁm;mm:ﬂmm on ‘working arrangement “in each
| District Centre are entrusted with the. responsibility of E:

nozmn:o:. Audit observed the following lapses in HRM.

. & No-qualifications were prescribed for -the selection 9?
3 . -1 FRIENDS Centres :m:nmdﬁonr

- personnel for the project.

: . Responsibilities. entrusted were not in line with their

- gualifications - and- -seniority, - As no additional
remunerations were offered ﬁoﬁ higher responsibilities
of- Project Managers, senior ‘staff members were

-~ - reluctant to. accept ﬁmm_uo:m_w&cmm and juniors were
‘posted . as Project . Managers,
~ exercise: supervisory controls over seniors.

*. Adequate training was not imparted due to S:Hy the
staff had to struggle with their work. Traihing to-staff
members was imparted only at the launch of erstwhile
‘application FRIENDS (2000-01) and at the installation
‘time of the re-engineered mn_u:nmﬂon FREES (2010-11).

who ‘were unable to

vn.,.n raj :A qow _
I::E: mmmo:ﬁnm manga ement

ucm:m=< a ﬂﬂmzmmnﬂdo: mﬂ a nocsﬂm_. ﬁwxmm an average of four

But ‘at
_For services like University, MVD etc, the

to five 3553 as it is'a transaction by cash.
times; it varies.

" Service Officers takes more time 8 verify the aoncam:.ﬂm

Hence, it is difficult” to fix a stipulated time for
completing a transaction. Also all the ‘service officers at
all the counters collects all kinds of utility bills. They

- might not have adequate kriowledge on the transactions of

other departments which again turns a reason 8« more

| time ﬁmac:ma per transaction.

It is Eﬁo_._.:ma that KSITM will take necessary m_“muu to
conduct adequate = training to the staff that uo:d

B w>ca; noticed that in all the six €entres <._m;m.a o:E 22
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.ﬂm_u“m. 4.2¢ _:Hmzm_ vm_uimm: n<<o no:mmncﬂs.u n_.msmmnn_o:m

o B ”kmﬁucmjm Om:qummq
__>2T3 |

xo__mB Centre (User BNG) |,

.“.qm:mmﬂ_o: ._._ 3m

T linterv

_al

M)

ﬁm:mm:oj ﬁBm._....u

; ._:Hmi
al
3 AI.zv

{15.05.2013

14:35:25]

i

 [06.012013 11:13:49

ﬁom

15.05.2013

18:41:43

06.01.2013 12:54:34

1:40

22.11.2013

13.07.25

~ 113.01.2013 09:30:57

| s

-17:44:03

435

'113.01,2013 10:30:08

10:59,;

o Joso120t4

102043

- 13012013 11:58:04

~ |20.012013 12:02:56 |

. |03.01:2014

12:44:45

224

20.01.2013 13:20:25

HH.\.

“{03.01.2014

Hmmo u_w”.

03.01.2014.

17:57:46

mON

(Source:

Analysis -

g Immaacmnm_ﬁ

. The m.o<m_,:3m_# mSﬁma Azo<m3_u2 No?: that, a:m to "
.:._m:noimﬂ shortage, ‘volunteering senior staff memebers are
‘given charge of Project Managers. The ﬁmUE is not tenable -
in audit, Umnm:mm considering the. _Bvonm:nm and money
Co L value involved in each centre; prily n__._m:,mm.a persons should-
SRR § .Um mm_mnﬂma as v_émnﬁ gm:mmm_.m

of n_mﬂm owﬁm_:ma :,oB

T Mission
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- Table 4,3: Details o.ﬁ..‘n_wn.wmmm:nmm...m. vmwé.mm: the amounts
as -per- counter wise collection reports and bank/
treasury summary reports.

18], (Name “of|Amount as Amount as U_:m_.m:om
|No. |Friends -~ |per per Y
1 |Centre - lcounter bankitreasu
: ~ 7 |wise ry summary
ol b0 |collection  |report (%)
s report () | : |
| |1 [Palekkad .~ 317,961 |57,23,008 |54,05337.
| |2 |Kollam = |1,05357 |18,96426 - |17,91,069
|3 {Malappuram {1,27,324 *22,91,832 |21:64,508 -
|.[4  |Pathanamthitta|2,92,853 [52,71,354". |49,78,501
5 |Thiruvanantha ”_.ﬁpomm. 180,28,936 |75,82,874
oo |puram. o o M L A |
e __>_wm8q~_zmc ol mﬂ 105 123,38542 20,71,437
| | |7 |Ernakulam " |10,69,864 . | 1,02, 57, mmm 1,81,87, 688 .
e gmoc_,nm. _.._mcﬂmm owﬂm_smn_ r.oB .n:m qmmumnﬁzm FRIENDS

Centres)

| was re-credited:to FRIENDS pooling account. - The _.mva\ is not

- mistake and

The mo<m33m:ﬁ mﬂmﬁma Azo<m35m_‘ Ne‘_k: that" ﬂ 10.74 lakh

tenable in audit since the project-has not addressed the issue

._,oﬁ Sqoa:e:m mvvﬁouzmﬁm n:m:mm controt “mechanism 8
_ _,,._m<oa Trecurrence of such. _:nam:ﬂm :

mnﬂsg\ a Bmmﬂsm was conducted on 08.02.2012 at KSITM,
I the meeting, NIC informed that they had corrected the
“~decided to instruct - F RIENDS,
Thiruvananthapuram to stop further transfer of amount to
E-District - bank account until further instruction from

-KSFTM. ﬂ,.m issue- imm solved m:n_ the payment was

mmﬂ_ma
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_ :Eomama in xmmm server;

“unmanageable server hits were pointed out in
- paragraph. 4,9.6. - During a test check conducted n

KSEB did not pefmit mm“mzcm nm:qmm to mnnmvﬁ power
bills with fine after’ Sm pay-by- amﬂm for no Bmm:SmE_
reasons;

FRIENDS mm:ﬁmm were not naﬁama 5_9 vﬁoﬁm_ozmp
moulde to accept payments,when billing data was not

zmﬁé_o.ﬁx uSEm.B.m ‘o,z_.:m to- high ‘network traffic and

Ernakulam and Kozhikode Centres for the perfod from
December 2013 -to- March 2014, Audit noticed KSEB |
server downtime recorded at these Centres ranged from-
20 BScﬁmm to, 8 :ocﬂm per day as msois in Table.4.5.

Customers through FRIENDS Centres. If there are any issues

of this sort,. KSITM had always promptly responded  tc

highlight these issues to the concemed departmental heads

| and has always been ._anEBm:wm_ in enhsuring that these
issues-are resolved on time. Once these external issue:

were resolved, the sérvices are made available at the
_,.x_mzom centres without any delay.

,>n__nm_2m58 of cheques and DDs:

At Emmm:ﬁ %mﬂm is no Eoﬁﬂo: ﬁoﬂ mnnm_ur:m payments
from-¢ustomers zﬁ.o:m: cheque and DD and also there are
no facility for accepting the payments through Debit anc
Credit cards. For accepting ‘Cheques and DDs, additional
staffs are required té ensure: prompt and timely remittance

} and reconciliation.” The cash -remitted by customers are
| transferred to the accounts -of respective - departments

through -online facility. . But KSITM has informed- that
discussions are initiated to _u_.o<_am. z._m facilities of using

._.amginqmn_:” cards mﬁ ﬁ_..m _ux_mz_uw nm::.mm for ﬁrm
el Um:msn_m:mm -
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 audit, because many of the deficiencies mentioned above

-coordination with the participating departments.

survey conducted, 84 per cent of the public remarked that
they had to return without remitting their bills. This
happened due to the deficiencies mentioned above and thus
the objective of providing mﬁsm_m window payment system
could not be achieved.

The Government stated (November 2014) that owing to
network failures, especially relating to KSEB and Motor
Vehicles Department, timely services could not be provided
to residents. The issues regarding real time data fetching is
also being taken up with KSEB. The reply is not tenable in

could have been rectified by timely intervention and

vaH&Pwm ¥ Omz ?wﬂi BW
Additional Secretary
Information Technology Departiment
L Government Secretariat .
Phone: 04712518509 i
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STATEMENT OF REMEDIAL MEASURES TAKEN OZ THE AUDIT PARAGRAPHS CONTAINED IN THFE RIEFORT OF THE
COMPTROLLER AND AUDITOR. GENERAL OF INDIA (GENERAL AND SOCTAL SECTOR) FOR THE YEAR ENDED ON 31*

MARCH 2014, | ,
_ELECTRONICS &INFORMATION TECHNOLOGY DEPARTMENT
SL. [PARAGRAH | AUDIT OBSERVATION _ ~ |REMEDIAL, MEASURES TAKEN 5yl
No Nno. - GOVERNMENT |
1 . - |System deficiencies resulfing in data loss

- System deficiencics resulting in data joss
Data loss is-an error condition in information system in which information is .

destroyed by failures or neglect in storage, transmission, or processing. Analysis| @ Loss of Login data on 12.05.2613
by audit has revealed system deficiencies resulting in data loss and the examples ) S
are given below: - ‘ - _ Kerala State IT Mission has traced out the
@ _one user identified by the code “SSK” did not log in to the system on 12 {issue regarding the non-availability of data for
: May 2013 as per the login table, whereas the same user collected money the user SSK in friends.login table op 12 may
on the same date as seen from the collection table. . 2013 and it is found that this was caused by a
® As per the dala available in the login table, the user “SKA” logged in to | technical issue on server side, During the date
the system on 22 March 2010 only during the period from 09:20:45 to{of occurrence of the issue stated above, e-
09:26:07, 09:26:20° to 09:38:40 and “from 14:26:21 to 14:29:36.|District and FREES database were deployed in
However, as per the data available In the collection table, the same user|same server and the servers were located in
collected 43 bills at 09:39:13, 09:47:48, 09:54:06 etc. Data analysis SDC.  Due to the databasc load related issues
revealed 304 such cases establishing data loss, in e-District, FREES database temporarily |
@ There were 2684 Instances, where those logged in were not seen logged|shifted to the Application II server on
“out on the same day. = 01/05/2013. On the root cause analysis it was
Loss of data while saving rccords is a serious risk in an information system, |identified that no space was left on the disk
| which requires to be addressed immediately. . . . drive due-to the unexpected growth (12GB) of
- . : : - : JB Boss log file in application server 2 which]
also contain the FREES database. As a result
database updates were not done”. .

494

.‘ _ ., There was no loss of collection data and |
, : e _ o T jonly loss of log data. The collected amounts
L L L .. _ ~ . |were reconciled with Bank data and
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__.H.oowﬁu table from ‘which proper data values can .be picked up in the user

| processing and reporting of financial and operational data as the information on
master files
‘adequately protected.

tuser table could be designed as a list box™ linked to the designation table. Audit
“hoticed that in its absence, the designation of Service Officer was repeated

|'so’, ,mma\'am&uﬂﬂm%u 'ServiceOfficer', etc.) causing inaccuracies in MIS

interface for restricting junk values to be stored in the tables. Correetness of]
data in the ‘master and standing files is of vital importance and critical to the |

can affect many related transactions and must therefore be|

~ Thereisa table to store user credentials of ,n<.9.w staff member. Data in the
designation field of this table is entered/updated by each of the Project Manager

whenever a change takes place. As the designation field is an element required |
~ |for grouping in generation of various MIS reports, uniqueness of data in the
|field is vital. To ensure unique capturing of data in the field, the designers could

have created a table for designation, in which the values were to be stored at the
design stage and authenticated at the requisite level. The designation field of

several times with different spellings (like 'Service Officer’ , 'serviceofficer’,

report genetation.

designations. So il is designed to be a text
field. Actual Roles and services are given
againgt the user authentication, which can be
selected only from a list box.

4.9.6

 Deficiency in user interface

1In the case of Municipal Corporations, where real time connectivity is available
| (referred to as 'web-driven' mode in the application), when a bill is produced to a
Service Officer (SO) for effecting payment, the SO has 1o input key information,

-tAudit noticed that on such occasions, when the SO switched to customer-driven
|miode, fhe already entered data was deleted compelling the user to enter the data
-again. A )

like consumer number, bill number, bill date; district, ward/section/sub seclion,
ete., to fetch the actual bill amount from the server, If responses from the server
are not received within a reasonable time owing to high network traffic or
unmanageable server hits, the SO has the ‘option to switch to 'customer-driven'
mode that would enable him to input the billed amount from the bill. However,

 Deficiency in user Interface

Municipal Corporation data was not being
retrieved in every cases and there were cases
of incorrect retrieval. Once the Service

| Officer decides to take customer driven mode,

he should not continue the transaction with old
incorrect data. To avoid this, data will be
cleared when he changes the mode. This was
one of the request at the Testing phase.

rimeitt
TR
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STATEMENT OF REMEDIAL MEASURES TAKEN ON THE AUDIT PA

65

RAGRAPHS CONTAINED IN THE REPORT OF

COMPTROLLER AND AUDITOR GENERAL OF INDIA (GENERAL AND SOCIAL SECTOR)

FOR THE YEAR ENDED MARCH 2014

Electronics & Information Technology Department

4.10.1.2

- Paragraph 4.10.1.2" Absence of post implementation review

1A post [.B_Emao:ﬂmﬁo: Review (PIR) is an mn_ﬂ.s._q that is carried out
~ lafter a new business system has been implemented. The objectives

of PIR are to assess the system functionality, performance, and cost
versus benefits and to assess the effectiveness of the life-cycle
development activities that produced the system.- The review
results can be used to strengthen the system as well as system devel
opment procedures and re-engineering. But, Audit noticed that the

|Management had not conducted any post implementation review of
| this application. - _ _

There was no provision in the erstwhilé FRIENDS application ta store
the details of remitting the collected amounts into banks and their

|final transfer to the accounts of concerned stakeholders.: These
‘|deficiencies prevented the top Management from exercising

managerial controls. The lacunae in the system paved -the_way for

“tembezzlement of cash. The deficiency continued to exist in the re-

engineered application FREES also. . | .
The Government stated (November 2014) that instructions were

) __..m.,m:mm. to the CAM to inform the Management about the delay in/-
- |remittance.on a daily basis. The reply is not tenable in audit in view|
of the fact that instead of adopting mariual monitoring mechanism, |~

the system should provide facilities to generate required MIS reports
for enabling centralised monitoring by the Management as envisaged

by the re-engineered application software. ;

|New: nn.m‘msa Printers have been deployed to|
FRIENDS Centres and Server Hardware
upgraded for. better performance. Since

| participating departments have their own]

online: payment system, periodic review on
FREES- - application” have been conducted.
However any noticable defects are rectified
time to time,




‘wa3sAs paptaoid sy ui sytod gasn syl aqesip
0] $213U9D 2y} 0} USALE US3q 3ARY SUOIIDNIISUI
. . ‘*slerjuapasd
UiBo) @Y1 aleys 01 Jou S2iIU8d  SANINA
SUl 0] USALS U29Q pey SUOLIdNISUL D111

'sal)lfeniuaAs Aue Joj Ul pajonpul ag
MM UDIYm pue WIS J8pun pausio) usaq sey
( eeiay jo wea) asuodsoy AousBiawy Joghn)

M-LYID-WLISH 12A9MOH "SANIY4 Jo Ajundag|

1l 4o} Jadyj0 sAlsnixe apiaoud o3 s)geun s|
U ¢ sjuawnredap Supedioiyed wouy tamoduew
JO 95e}I0YS 0] 3N "SUDLIdESURIY 1O SullOjLUOW
SOSNUIIUOY U0y JOJRUISIUIWSY  WSISAS  pue
SJOjeNISILIWPY 9seqeie 2AISNOXS 9ABY WLISH

‘sAep
BUO U0} WRYSAS Byl Jo SduRWLIOLRC-UOU pasned UoL3D3a Ut
STULA ‘anua) wenyewld u] “sa8eyded sniiAiue Bulsn 10U SEMm
Uatym ‘enuan weinddereyy up SNULA YIlm Pa1Dajut UI3S S1oM
SWISAS "Sal} UOLILULISD SNULA sunepdn 1ou alem sanuad
983U Yl0q ING ‘SaUIUST) Wejmruig pue Wwe.mndeyjueueAniiy |
U pasn Suiaq aiom safeyded snuANUR 2lemaa.d *33U97 Aue
Ul panelsul jou slom sadeyoed snuajue JO SUQISIBA P3JUSILT] e
"$2.13U87) NOY UL pPa)qestp Jou aiam spod gs e
‘ S . griaty
03} Ajjestporiad pajeindiid 10U 3I9M SUOLIOMIISUL AILIND3S ||
‘ ‘ "SJUSpLoUL AJLINoas
suIodad pue SUlplodal 10) S|QRJIBAE sem uisiueyssw oN s
U221440 AILINJDS || UR SARY jou IpIp 103f0i YL e

: - IpIesad siyy E‘wmmam_ mc.:so:& Y1 paAIasqgo
upNy "syoeyie snua Ag pasned ejep-01 jeadyl 3uldnpas ur sdiay

9./2M1J0S SNIALIUR JO UOL)R)1RIsu| *A3LIndas uoLjewot o sajdiouid |
2103 34y} 9 01 aie AjiqeleAR  pue 3.:m3£5:@5:@@&:8_

_n...__uco_u AJLIN58S UCTIBULIOJU] JOOET 1T 11y ydelseieg

LV

) "POLHIIBI S ANSSE UOLIRIDUDS
ueqeys ejeoydng jusweuinbal jeuoijauny JO
1ed e se ‘oygey saueljiwal yueq W pauLejuiew
.8 SP}Sly UOLIIS))0D 812p 0] pUE J3LP W) AU

"sy10dal i Aue Jof ssajasn eyep ayy BulJopua. 91ep-01-Uoi309109,

UL ssnjea ayesndnp /90°7 Pue a3ep-wo.iy-uol1da)od, ul SOMBA|
23e21dnp 8907 1481 01 1YBnolq sisAjeue eyeq "syioda Jo0 uonjeIouad

UL sanjea ajealidnp pasned ssjep Buiddensao snyj M EEIEIEY
Apealje aiam yoiym: ‘syueq o3 Jsodap jo 3oadsal Ul ureBe sue)eud

BUIJRISUSE UL Pa]Nsal SjOIIUOD UCLIRPLjeA UBIdLNSY] "sadueiuaLl

Mueq 03 Buljelpl 9igel’ SY) Ul palols sajep Ul uolyeodnp
0] SUIpEa] S]0JIU0D UOLBPLIEA JO SUBJOASS PadLiou HPNY ‘€6°p
Ydesseled w no pajuiod sem 2)qey SdueplLay Yuey, Ylim 299y
J9gsew uolpnio), sueras Apsdoid noyum sajqel jo BuIUBISa(

S[GIIUCS USHEPIEA o SUDjoASY £ 10} F Ydeisereg

€101y

a

39 -



67

. _umj.o%n changes of passwords were " not- ensured. Datal
analysis revealed that 366 usérs :ma never nrm:mmn_ their:

passwords.

* No instructions were issued.on nmmmio& vo:Q specifying the

wqcn:._:w and tength of password, changing of passwords,
- secrecy to be mainitained, etc.

* - In three out of six Centres <m;ma user-ids and passwords of |

Project Managers were shared sﬂr others Qmﬁmmcsm the very
uc_ﬁomm of logical access controls.. - : Lo

4.11.2

B Gc:ﬁnm. Analysis of data from the respecive mﬂmzhum Centres).

_umﬁmmwmcr A 11.2 mm::_.m in n_mmn:<m:: Emﬂ -ids of -
wmﬁ_.mn:ﬁ_.m:mmm.:.ma emj _o mmm i

“|Best 3. vancnmm demand H:mﬂ in ﬂ:m case of ﬂmg_\ms._m:ﬁ or transfer |-

of employees, the ‘system administrator should §3ma_m_ﬂm€
deactivate user accounts to prevent unauthorised access to the

jsystem. However, Audit: noticed that in all the Centres visited, the|

active user-ids exceeded the total :E:_umﬁ of the mxﬁﬂ:m _um_.mo::mw

|as shown in Table 4.4 :
‘Table 4.4 nonmzmo: of mxﬁ::m mn:sm user-ids mmmSmH H:m mxajzm

__umwmo::mp )
1| SL _ - FRIENDS Centre Number of | Number of-
I No.|. o | active user- | exisiing
s | - personnel
i1 Hgnﬁgu%mbﬁﬁﬁ _ ‘ 97 b Mc
2wk 1| s
: Ww . ~ Emakulam - 37 - . _.Hu
\L L ,. ] .E&mdwwﬁma | B T C 15
LS| Korhikode s s
6 . Kemmr - -] 97 |~ 15

Being a web based system, such control amrﬁmsemm noc_a _u_,oSam

~1an oEuo_.EEQ for misuse by c:mn_,:_uc_o:m nm?o:m.

zmnmmmmé ._:mﬁcnfo:m :ma been given to m: .
the FRIENDS Centres to deactivate the user ids
of retired/transferred employees and the
same been executed at all FRIENDS Centres.
Moreover the user ids of retired or transferred;
project managers- \mﬁﬂm_ﬁ Adminstrators had]

- _ummn Eonxm.a

e
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reasons, %m staff members were ooB_um:ma to carry the cash
home m:a bring it back on the next day.
The amﬁmﬂo: hoticed in oﬁrmﬂ Centres are as follows:

not disposed off in 2 out of 6 Centres visited by audit team as

were not working properly. - -

» Scrap was dumped over UPS and battery posing a ﬁ_._,m :mx m:n_._
- the abandoned computers and other unsused hardware were

shown in picture below. In two mmsc,mm ﬂ:m air- no:a&o:mqm_

The Government stated Azo<m_jvmﬁ 2014y that the scrap had since

been- disposed of from the Centres in Thiruvananthapuram, Kollam, |
‘pathanamthitta, Malappuram; Kannur and Kottayam and instructions|
|had been issued to other Centres ﬂno_. n:w_.uom&

A.‘..-‘—.N-uhm.m;_ N-A
&4.12.2

_um_,mmﬂmcr 4. ‘_N m:ﬂ:mmm nosn_::_g and a_mmmnm_‘ .dno<m_,<
: Em::ﬂ:m :

. w:m_:mmm nQ:ﬁ:EQ n_m::_:m {BCP) is Eo_,ru:m out how 8 stay in|
business in the event of a disruption. Audit noticed that ‘appropriate|

business no:.::EQ plan and disaster recovery Ew::_:m m._m<m not

|been formulated,

Paragraph 4.12.1 _:,mn_mncmn_m mmnx:uamnw::mm_

Backup refers to copying and archiving of nogwcﬁm_‘ amﬂm 50 ”:m.ﬁ it
may be used to restore the original after a disaster and also to
restore files after they have been -accidentally " deleted "or

|corrupted. Offsite storgare of backup data ‘would ensure resuming|
|the business with minimum time lag in H:m m<m.._ﬂ of a- n:mmﬂm« :_Am

fire, flood, etc.

- - lservers were placed. All the servers and tape nmgammm were xmuﬁ on

%m mqoc:a ioow mn_a_:m _:m: :mxm S ﬂjm amﬂm

database is

FRIENDS is following backup policy of State
Government. To ensure the safety of data the
. configured to the SAN
partition.Backup of the database are taken
daily and stored in seperate file system. In
additional to the. backups available in the file
system, daily data backup are taken to the
LTO4 tapes. The integrity of the data inside|
tapes are tested by restoring the data from
the tape once in two months. Necessary!

| provisions are made to recover data acjsm any.
While m_u_uﬁmn_mﬁ:m the measures mao_ﬁma for ensuring vmnxcv. Audit

_|observed that the project had not ensured offside storage of
“Ibackup. Instead the backup was stored in the same location, where:

mn_<m.ﬂmm m<m:ﬂ
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4.14

- Paragraph 4.14 Non-relaisation of ob:
departments

» - U - . ‘-.

The participating amnmnam:ﬁm mzsmmmmn_ faster receipt of their dues
and reduction in cost of collection from this project. However, Audit
noticed that these objectives of the participating amvm.&Bm:ﬁm were
not achieved due to the following reasons:

» There was persistent delay in remitting the collected money
to participating departments as detailed in _um_,mmﬂm%m
4.9.3.1, 4.9.3.2 and 4.9.3.3

¢« The _.soc with the bank allowed for collection of Bo:m<
pertaining to Saturdays and Sundays only on Monday thus
delaying the payments to participating agencies.

* The money embezzled has still not been paid to the
participating agencies even after two years. N

* In the absence of appropriate supervision and proper norms
for workload, there was underutilisation of staff, who were
deputed from the participating departments,

The absence of MIS reports due to improper system design made the
monitoring of timely payments to participating departments

extremely difficult. Thus due to lacunae in the system design and its.

implementation, the participating departments could not realise the
full benefits of ﬂ:m FRIENDS / FREES project -

In the present system, the transactions done
from the FRIENDS are settle with the
department on the next day (T+1) and Akshaya
transactions are settle on the second day
(T+2). A provision had been provided to the
Central Accounts Manager to report the daily
delay in remittance.

@y, Efwwm%ﬂ@&mm
@nnfiatioined uutage]
geutasiesldiod & clvamoseaies 9 Qdijad
Qeaa@emm 2&&%@? aﬁ._éeséawam
SoTaE: D47y = 2518509, 227431
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‘ " APPENDIX IfT
__Appendices From Audit Report | ...

‘ Appendix 4.1
FRIENDS Bem}fic‘:iarf Survey Questionnaire-
(Reférence: Paragraph 4.7; Page 69)
Name o | .: | - _ .
Sex andage - - Male/Female 18-30/30-60/>60

- Address/District

Twice a month or more
Once a month ‘
Once in two mornths
Once in three months or less
L T Less than 5 minutes
Generally how much time are you required to wait before | 5 to 15 minutes

1 . | How often do you ‘;fisit FRIENDS centre?

2 4 the service is delivered to you? _ 15 to 30 minutes
. , More than 30 minutes
* | Were there occasions you had to retwn without remitting | Never ' _
3 bills because of long queue/network connectivity problems | Delay of 10 minutes or less per transaction
at cenira? If so the range of delay: | Delay of 10 to 60 minutes per transaction
_ ‘ : ' Unavailability of conneetivity for hours
_ | Were there occasions when you went for remitting a bifl, |{ Never
‘ 4 you were informed that the bill could not be remiteed since | 3 times or less in a year
' the bill details were not available in the systein and | 3to 6 times a year
requested you to visit again later? _ . More than 6 times a year
. . — SIS > d ¥
5 it the answer to the above question number 4 is affirraative, | BSNL
| generally which are such bills? . Both KSEB & BSNL
Others
. . . . Never
} Were there occasions when you remitted a bill at FRIENDS Once
| 8 centre and the Department/Board levied fine on the ground Twice
that the r'ecelpt amount reached them late? | More than twice
Never
7 .| Have you come across errors in the receipt? FOFnc_e
, wice
More than twice
18 { Do you have an internet connection at home? I Ezs
Will you prefer a facility for remitting wtility bills through ﬂ{es
19 interner utilising net banking/credit card/debit card to the | No '
| existing system of remiiting cash at FRIENDS Centres? '
' _ Highly pleasing
i0 i How do you rate the behaviour of counter staff? Pleasing
| ’ Indifferent
Rude _
Very good
11 How do you rate the overall services delivered by | Good
FRIENDS Satisfactory
| Not satisfactory

Signature of Beneficiary
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~ Appendix 4.2 _
Result of Beneficiary Survey

(Reference: Paragraph 4.7; Page 69)

1 | Number of participants 500 (100 each from. Thiruvananthapuram, Emakujam,
N P - P _ Malappuram, Kozhikode and Kannur districts).
2 | Disticts surveye d Thlmvananlthapurgm, ‘Ernakulam, Malappuram, Kozhikode |
| and Kannur o o _
3 . g:li l;lel‘seentaUOn of Male & . Male constitﬂted 75 per cent and female were 25 per cent
' The méijorit’y surveyed (55 péf cent) was in the age group of 30
4 Age class .~ 60. Senior citizens (Above 60 years) were 27 per cerit and the
| | remaining 18 per cent constituted the age group of 18 — 30.
] .. While 37 per cent visit FRIENDS Centres twice a month or
i Frequency  of  visiting . BN .
3. FRIENDS more, 30 per cent visit once a month, 25 per cent visit once in
' o ‘two months and 8 per cent visit only four times a year or less.
' | 22 per cent people were of the opinion that they needed to wait
| Waitin fime for service only for 5 minutes or less. 14 per cent stated they had to wait |
| 6 delive g fim SeL upto 15 minutes. While 59 per cent stated they had to wait upto
o | 30 minutes. The remaining 5 per cent had to wait above 30
| minutes. _ _ _
16 per cent of the people were of the opinion that they did not ‘
: ' . face delay for remitting bills. The remaining 84 per cent |
7 | Network delay experienced delay and had 1o return without remitting bills due |
_ - to unavailability of connectivity. : :
| Want of timely updating 73 per cent expeiienced absence. qf bﬂllng'de@ﬂs in th_e systerg.
8 lof billig dat b Of the above_,. 89 per cent had problems with KSEB bills, 3 per
i aﬁng sgencies | cent with BSNL, 3 per cent with both KSEB and BSN, and 5
_ p p .g g per cent had problem with other bills (Water bills).
! Levying of penalty -from | '
g | consumers forlate transfer | 7 per cent had problems caused by delay in fumnishing
‘ | of collection details to the | collection particulars by FRIENDS.
respective agencies. - _ o
{ 10 | Errors in receipts _ Only 3 per cent reported errors in receipts issued.
11 | Home internet facility . Iéllg £§r cent of the people surveyed had .mtgmet connectivity at
Provision for payment Whlle 14 per cent welcomed provision for payment thrqugh
12 o Internet, 86 per cent wanted services through FRIENDS
- through the internet
| Centres. )
13 | Behaviour of counter staff 99 per cent -rgtgd the behaviour of counter staff as highly
, | pleasing or pleasing.
Overall  services b . .
14 FRIENDS Y168 per C_em ral:ed the oye.rall services as very gooed or good.
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Appendix 4.3

Details of variations in the average transactions per Centre per shift

(Reference: Paragraph 4..10.3; Page 76)

1 | Thiruvananthapuram 753 13 53 131
2 | Kollam . ‘ 222 4 44 100
3 | Pathanamthitta | 162 3 14 52
4 | Alappuza 183 7 24 64
5 | Kottayam 177 4 22 73
6 | Idukki 53 2 2 30
7 | Emakolam . 445 6 37 136
8 | Thrissur 379 6 64 98
9 ! Palakkad 347 7 20 76
10 | Malappuram 245 6 39 80
11 | Kozhikode 377 5 61 120
12 | Waynad - 47 3 14 29
13 | Kannur 239 6 23 71
14 | Kasaragod 191 q 35 71
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